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1 Introduction

1.1 History of Cryptography

From the early days of human civilization, certain written information needed
to be kept secret in order to keep political, economical and military advantages.
Even if an attacker captures the text, he shall not be able to extract its meaning.
This motivated the development of cryptography.

The word cryptography originates from the Greek language, where kryp-
tos translates into "hidden” and graphia means "writings’. Cryptography is the
study of encryption, where encryption is the transformation of information such
as plaintext with a key into a seemingly meaningless ciphertext. The inverse
process is called decryption. One of the first cryptography methods has been
used by the ancient Greeks [1]. The Spartan military used a device called a
scytale, a wooden cylinder with a strip of leather wound around it, to encrypt
their messages during battles. Both sender and receiver use a cylinder with the
same diameter to encode and decode the message. The message is written on the
leather lengthwise and the diameter of the cylinder is the key for encryption and
decryption. Effectively, the text is rearranged in x columns and read from top to
bottom to generate the ciphertext. This is an example of a transposition cipher,
where the encoding is done by permutations of the letters of the plaintext.

In the roman empire, the Caesar cipher was used for cryptography [1]. It
was named after Julius Caesar, who used it in his private correspondence !. In
the encryption, each letter of the plaintext is shifted x positions in the alphabet
to generate the ciphertext. The number x of shifted positions is the key. An
attacker can easily obtain x either by brute force (only 23 shifts to test for the
classical Latin alphabet) or by monitoring the distribution of letters of the ci-
phertext and comparing it to the distribution of letters in a typical text in this
language. This characteristic distribution will be observed to be shifted by x
positions. To prevent this kind of analysis, the Vigenere cipher was developed
[1, 2]. Instead of shifting the message letters a fixed number of positions, the
plaintext letters are shifted by a series of Caesar ciphers based on the letters of
a keyword. For decryption and encryption, the Vigenere table, a table of shifted
alphabets, was used. Although being rather simple, breaking this encryption
took three centuries and was finally achieved by Friedrich Wilhelm Kasiski in
1863 [3].

The spread of telegraph networks raised the need for automatic cryptogra-
phy machines. Gilbert Vernam patented using the XOR operation of a key tape
on the plaintext to create the ciphertext, which can be read out with an identical
key tape [4]. If this key tape contains random bits of the same length as the
plaintext, the key is called a one-time pad and is proven to be secure [5]. The
disadvantage is that one has to share as many key bits as there are message bits

1 Suetonius, Vita Divi Julii 56
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in advance to communicate.

To avoid the problem of heavy and large key tapes to encrypt and decrypt
intense message traffic, especially in times of war, the rotor machine was inde-
pendently developed by a number of inventors. Edward Hebern invented one
of the first rotor machines in 1917 and patented the idea in 1921 [6]. A rotor ma-
chine is an electromechanical encryption and decryption device. It consists of
at least one rotor and ring with electrical contacts, closing a wire connection be-
tween a key of a typewriter and a light bulb labeled with a letter. When a key is
pressed, one bulb lights up. So far this would be a rather simple substitution of
letters, which would easily be detected by frequency analysis. This is why after
each key stroke, the rotor rotates one position. In this way, after 26 key strokes,
the same substitution is used again. Adding x rotors, the substitution repeats
only every 26" key strokes. One of the most famous rotor machines was the
Enigma designed by Arthur Scherbius [7]. The Enigma additionally employed
a plugboard, where the connections could be interchanged. The Enigma code
was broken during World War II by the Turing bombe named after the British
mathematician Alan Turing.

Claude Shannon started the field of information theory in 1948 [8] by intro-
ducing a measure of the uncertainty in a message, the information entropy. This
had great influence on how information is encoded to transmit from a sender to
a receiver. His main contribution to cryptography was realizing that all unbreak-
able ciphers need a one-time pad [5]. Cryptography based on one-time pads is
"symmetric", meaning that the same key used for encryption needs to be used
for decryption.

Ron Rivest, Adi Shamir and Leonard Adleman published one of the first
public-key cryptosystems (RSA) in 1978 [9]. RSA is an asymmetric cryptography
scheme consisting of two mathematically linked keys, a public key and a private
key. As the name suggests, the private key needs to be kept secret. Either one
of the keys can be used for encryption, where the other one will decrypt the
message, therefore being asymmetric. The security relies on one-way functions,
which are hard to invert, e.g., multiplication of two large prime numbers. The
inverse process is factoring of large numbers, which is computationally hard.
RSA is potentially threatened by quantum computers running Shor’s algorithm
[10].

One solution to this thread of quantum computers would be to generate a
one-time pad between two parties by using concepts of quantum mechanics. The
idea rose from the coin flipping problem [11]. In this problem two parties Alice
and Bob don’t trust each other, but still want to share the result of a coin toss via
telephone. The new insight gained from this problem and Wiesner’s work on
quantum banknotes [12] had been used by Charles Bennett and Gilles Brassard
to suggest the first Quantum Key Distribution (QKD) protocol BB84 [13] in 1984
after they met swimming at a beach [14] in 1979. Notably, 1983 is seen as the
official birth year of QKD with the first description of BB84 in a presentation [15].
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Its security is based on the no-cloning theorem [16], stating that an unknown
quantum state can’t be perfectly cloned. The first experimental realization of
BB84 followed a few years later [17, 18]. Before that, the field didn’t attract much
attention. This changed when Artur Ekert proposed his protocol in 1991 [19].
In this protocol, instead of sending one qubit from a sender (Alice) to a receiver
(Bob), two entangled photons from the same source are used, one qubit to Alice
and the other one to Bob. It is based on the Einstein-Podolsky-Rosen thought
experiment (EPR) [20] and involves Bell’s theorem [21] to ensure security. At
first this entanglement-based protocol experienced some resistance, since it was
argued that any variant of BB84 could be adapted to use an entangled photon
source and that Bell measurements would not be necessary [22]. Eventually this
conflict was solved [23]. The use of entangled photon sources enriched the field
of quantum cryptography and eventually led to device-independent QKD [24].

From there on many different protocols have been proposed and demon-
strated [25-27]. As an extension of the BB84 protocol the full Hilbert space can
be employed by introducing a third basis, resulting in the six-state protocol [28].
Due to the risk of photon number splitting attacks on weak coherent lasers as
sources [29, 30], the SARG04 protocol [31] was proposed. The SARG04 protocol
uses the same states and measuremants on Bob’s side as the BB84 protocol. In
contrast to BB84, the information is encoded in the basis choice of Alice, result-
ing in a more complicated sifting step of the protocol. The SARG04 protocol only
requires a software change compared to BB84. Many other practical realizations
have been demonstrated, including fiber-based [32, 33] and free-space line-of-
sight satellite based [34-37] implementations. Some QKD systems are already
commercially available [38] and in an ongoing race against quantum hacking
[39, 40].

1.2 Large-alphabet quantum communication

The standard implementation of the BB84 protocol uses the two-dimensional
polarization basis to encode information in photons. Therefore the alphabet
contains only two symbols: "0" and "1", limiting the information content per
photon to 1 bit. Especially in encrypted video communication [37] this key
generation rate is the bottleneck. There are two approaches to increase the key
generation rate. One is to increase the repetition rates of photon generation
[41] and detection [42], which is inherently limited by dead times and jitter
of the detectors [43]. The other approach is to exploit properties of photons
besides the polarization to increase the dimensionality of the Hilbert space. A
higher-dimensional Hilbert space leads to a higher information content of the
photons and finally increases the key generation rate. Increasing the dimension
of the basis using a large alphabet increases the information content per photon
together with an improvement in the security [26, 44].
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This is why larger alphabets are employed [45-47] using orbital angular
momentum [48-51], time binning [52-54] or spatial translation [55-58]. In a
practical scenario, assuming a sender-receiver configuration with apertures of fi-
nite size, a diffraction-limited spot translated in space or Laguerre-Gauss modes
have a higher capacity limit than the subset of pure OAM states [59, 60]. This
makes spatial positioning of light or equivalently, tilting of plane waves, an ideal
method for increasing the information content per photon. Interestingly, given
infinite resources, there is no known upper bound for the information content
transmitted by single photons. For example, using one mole (6.022 - 10%) of
ideal position-sensitive single-photon detectors leads to an information content
of 79 bit per detected photon. Clearly, this is out of reach in a practical situation.
A very relevant question therefore is what can be realized experimentally. A
partial answer to that is discussed in this thesis. With this high-dimensional en-
coding, we experimentally demonstrate very-high-dimensional two-bases BB84
QKD with 1024 distinguishable symbols in two mutually unbiased bases with a
shared information of 7 bit per sifted photon.

There are regimes where one requires a higher-dimensional Hilbert space
or a larger number of modes inherently for the quantum protocol. One exam-
ple is Quantum Secure Authentication (QSA) [61]. In this protocol a multiple-
scattering medium, which is sufficiently complex and large that technology does
not allow to copy it, serves as an optical Physical Unclonable Key [62]. To trans-
mit high-dimensional wavefronts one needs a free line of sight or a multimode or
a multicore optical fiber. It is therefore a highly relevant question to what extent
multimode fibers are suitable for the transmission of complex wavefronts with
many spatial dimensions. In this thesis, a new type of quantum communication
method is experimentally demonstrated. This MultiMode Fiber Communication
(MMFC) method is based on a high-dimensional spatial alphabet encoded into
the guided modes of a multimode fiber by wavefont shaping. The multimode
fiber combines features of a Physical Unclonable Function (PUF) [63, 64] with
the inherent ability to generate secret keys by configuration changes. The ex-
perimental realization of the method provides security in a simple setup and
real-life implementations, which makes commercial applications conceivable.
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1.3 Thesis outline

This thesis is about the further development of high-dimensional spatial-alphabet
quantum communications. It extends the spatial dimension to the edge of tech-
nology, devises protocols for more secure methods and combines it with multi-
mode fibers for long-distance applications.

Chapter 2 introduces the physical concepts used in this thesis. Important
tools in classical information theory are explained and compared to quantum
information theory. The challenge of quantum state discrimination is posed. The
BB84 protocol is introduced together with classes of attack strategies. Finally, the
spatial encoding scheme used in chapter 4 and 5 is introduced.

Chapter 3 gives analytic expressions for the upper bound on the mutual in-
formation transmitted between a sender and a receiver under various scenarios.

Chapter 4 presents the results of spatially encoding 10 bit of information in
single photons.

Chapter 5 shows the results with a BB84-like large-alphabet QKD scheme
with spatially encoded photons. A method to hide the basis choice of the sender
is presented and discussed. The setup is characterized and the security of the
protocol is analyzed.

Chapter 6 introduces MMFC, a novel secure multimode fiber communication
protocol and analyzes its security.

Chapter 7 concludes the thesis by a comparison between quantum cryptogra-
phy and quantum authentication protocols. They are analyzed in terms of Quan-
tum Data Locking. Moreover, the Multimode Fiber Communication (MMEFC)
described in chapter 6 is compared to other protocols.






2 Concepts

2.1 Introduction

Communication is the exchange of information by speaking, writing or via any
other medium. In this thesis, information transfer between a single sender "Al-
ice" and one receiver "Bob" is considered. Unfortunately, a third party "Eve" can
eavesdrop on this communication. If Alice and Bob want to prevent Eve from
reading their communication, they have to apply cryptography. Cryptography
encompasses communication, where the sent information is not a plain, but an
encrypted message. The encryption can be done by the use of a pre-shared key.

The most straightforward encoding is the one-time pad [4], where the mes-
sage is encrypted by a random bit string acting as a key. A random bit string of
at least the same length as the message bit string is combined with the message
by XOR operation to encrypt or decrypt the message. This method is proven to
be secure [5]. In this thesis, this random bit string is the key generated from the
information exchanged between Alice and Bob. To allow the sending of longer
messages, the bit string length needs to be maximized. Naturally, as a first step,
the sent information needs to be increased.

A protocol to perform this task is presented in section 2.8. Before that, the
information content of a message needs to be quantified. One method of quan-
tification is the Shannon entropy, as introduced below.

2.2 Shannon Entropy

The Shannon entropy can be used as a measure for the average information
content of an alphabet X of discrete random variables x with probability P(x)
and is defined as [8]

P(x)’

where the Shannon information content of a particular x of the ensemble is
log, 1/P(x). This entropy is also called the uncertainty of X and is historically
defined by the logarithm with base 2. Therefore, the Shannon information can
be interpreted as the number of yes-no questions one has to answer to reveal
the information. This uncertainty or entropy reaches its maximum for uniform
probability distributions. An alphabet X with non-uniform probability distribu-
tion has a smaller Shannon entropy.

As an example, consider the letter frequency in root words of a English dic-
tionary !. In this example, the relative probability of each of the 26 letters can
be counted. It turns out that the least frequent letter is the 'z’ with a probability
of 0.07% and a Shannon information of 10.4 bit. The most frequent letter ‘e’ has

H(X) =) P(x)log, 1 (2.1)

1 http://en.algoritmy.net/article /40379 / Letter-frequency-English (15.04.2018)
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a probability of 12.7% and a Shannon information of only 3 bit. Receiving a "z’
contains more information due to its rareness. The overall ensemble has a Shan-
non entropy of 4.2 bit, which is lower than the one of the uniform distribution
with a maximum of log, 26 = 4.7 bit. One might also say that english text is not
the most efficient coding for information.

2.3 Mutual Information

This section introduces a measure for the transmitted information between two
parties. In order to do so, new entropies need to be defined. The joint entropy
of Xand Y is

1
H(X,Y)=) P(x,y)l _— 2.2
( ) xz,y: (x ]/) ng (X,y) ( )

with the joint probability P(x,y), the probability that x was sent and y received.

H(X,Y)
H(X) H(Y)

Figure 2.1 The relationship between the marginal entropies H(X) (blue) and
H(Y) (red), the joint entropy H(X,Y'), conditional entropies H(X|Y) and H(Y|X)
and the mutual entropy I(X;Y) (pink).

The information shared between a sender with entropy H(X) and a receiver
with entropy H(Y) is called mutual information I(X;Y) and is illustrated in
figure 2.1. It can be expressed in the following ways [65]:

I(X;Y) = H(X) + H(Y) — H(X,Y)
= H(Y) — H(Y|X)
= H(X) — H(X|Y), 2.3)
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with the conditional entropy of X given Y defined as

1
H(X|Y) = ZP LP(xly)logs 5rrs

1
= ZP x,y)log, —— ZEmE (2.4)

which is a measure for the average uncertainty about x when y is known. P(x|y)
is the conditional probability that x is sent under the condition that y is mea-
sured. Using Bayes’ theorem

P(x,y) = P(x)P(y|x) = P(y)P(x]y), (2.5)

equation (2.4) can be written as

_ oo, LW

(2.6)

= %P(x,y) log, P(lx) +ZP x,y) log, PIZ](/|J)C)

The summation over y in the first term can be carried out to receive the entropy
of the sent alphabet H(X). Using again Bayes’ theorem and inserting equation
(2.6) into equation (2.3), the mutual information can be expressed as

. P(x,y)
I(X; nylP v)log, PO)P(y)” (2.7)

If one symbol out of a d-dimensional alphabet is received with probability F and
all other wrong symbols are measured with the same probability, we have for
the joint probabilities to find x and y

F
P(x,y) = 7 Vx=y (2.8)
1-F

P(x,y) = a@=1 Vx #y. (2.9)

Assuming all symbols are sent and received with the same probability
1
x) =) P(xy) = 5 = P(y), (2.10)
y
this simplifies equation (2.7) to

I(X;Y) =log,(d) + Flog,(F) + (1 — F)log, <Z:11:> . (2.11)
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2.4 Measurement operator

So far, we have worked with classical information theory. To understand the in-
fluence of quantum mechanics in information theory, it is important to consider
strategies to measure quantum states [27, 66]. A quantum measurement is de-
scribed by a set of measurement operators { M,, }, which fulfill the completeness
equation
Y M} My =1 (2.12)
m

For a state |1), the m measurement outcomes occur with probabilities

plm) = (| My, M [) (2.13)
and the measurements put the system into the state

My l9) (2.14)

p(m)

The operator E,; = M, M,, is called a Positive Operator-Valued Measure (POVM).
POVMs are Hermitian and have positive expectation values (| Ey, [p) > 0. If
the measurement operators are Hermitian and satisfy M, M,y = 6, ,» My, one
calls the measurement a projective measurement. Projective measurements are
the most common measurements in quantum optics. The name of this mea-
surement is a sign of the fact that a quantum state is projected onto the state
associated to the projection in contrast to POVMs, where the state after the mea-
surement is not determined. As a consequence, repeated sequential measure-
ments with the same operator M,;, will lead to the same measurement result.
The measurements performed in the experimental chapters are mostly projec-
tive measurements. In this context, a measurement in basis |m) is a projective
measurement with operators P, = |m) (m| in the orthonormal basis |m).

2.5 State discrimination

The simplest example of state discrimination is the discrimination between two
qubits. A qubit is a two-dimensional quantum state a |0) +b [1) (a,b € C, |a> +
|b|> = 1) on the orthonormal basis |0), |1). The best what Bob can hope for is to
distinguish two states, which is only guaranteed to work for orthogonal states.
For example, Alice prepares the two states |1) = |1) and [2) = (]0) + [1))/ V2
with equal probability and sends them to Bob, who has to decide which state
he received. The optimal minimum error strategy based on projective measure-
ments is to define two orthogonal states |¢1) and |¢;) symmetric to the angular
bisector of |;) and |¢), where |¢1) has a larger overlap with |¢1). The projec-
tion is done with the operators |¢p1) (¢1| and [¢p) (¢2|. If the system is projected
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to |¢1), we guess |¢1) and vice versa. The probability of success is

1 1 Nn: 14+ V2
Pguess = 5 + 5 (1= [(pl92)*) " = S5 08 (2.15)

Obviously, by guessing one will make errors in distinguishing the state. How-
ever, there is a strategy which allows to distinguish both states sometimes without
giving a wrong answer, when also allowing an inconclusive result. This strategy
is called unambiguous state discrimination [67-70]. The first scenario is that Bob
performs projective measurements on the orthogonal states |] ) and [¢]) as
shown in figure 2.2.

[¥1) =10)

™ _ L ooy
\w2>—ﬂ<|o> 1))

1 ...

[¥2) = —= (10 +11)

S

1) = [1)

Figure 2.2 Illustration of the Bloch sphere with the two qubits |i;) and |¢)
(black) and their orthogonal states | ) and |¢] ) (red).

Half the time, his measurement operators are |¢1) (1| and |¢]) (¢]| (basis
1) and half the time |,) (2| and |]) (¢ ]| (basis 2). Suppose Bob performs
a projective measurement in basis 1. If the system after the measurement is
projected to |¢] ), he knows with certainty that the state was |¢,), since only
|¢2) has a component in |1[J1T ) direction. If the system after the measurement
is projected to |¢1) on the other hand, the result is inconclusive, since beside
|1) also |¢p) has a component in |ip;) direction. Similar arguments hold for
measurement basis 2, noting that the two projective measurements act in two
mutually unbiased bases (see section 2.7). The probability for a conclusive and
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correct result is

1= [(galya)* _ 1

Pproj = - 2 = g (2.16)
However, there is a strategy which allows to distinguish both states with higher
probability using POVM operators. In this example, the POVMs are

1—[91) (9u] 1
E, = = 0) (0 2.17
YT g 1 0 17
Il gl 1 (10) = 1) (0] - 1)
BT e 1 4 2 18
PR B TUETUESL IR
V2

They fulfill all criteria for POVMS (see section 2.4). If Bob performs this set of
measurements on state |¢), he will never get the measurement outcome Ej,
since (1| E1 |$1) = 0. That means that the measurement result E; tells Bob with
certainty that he has the state |¢,). A similar argumentation holds for |¢,). Only
the measurement result E; does not tell Bob anything about the state; Bob would
have to give the honest answer "I don’t know". Nevertheless, the beauty of this
method lies in the fact that Bob does not make a mistake in distinguishing the
states, the method is error free. The cost is to allow an inconclusive result. The
success probability of this unambiguous state discrimination is

Proym =1 — |<7~/}1‘¢2>| > Pproj' (2.20)

It can be generalized to d-dimensional states [71], where the construction of the
set of POVMs is an optimization problem. For some special cases like symmetric
states, this construction is known [72]. Another special case is formed by orthog-
onal states. Although a POVM measure leads to higher success probabilities for
general states, in this case a projective measurement onto the states themself has
already a unit success probability.

The optimal fidelity for state estimation of N copies of a d-dimensional quan-
tum system is [73]

N+1

= NI (2.21)

That means a state can be estimated with a fidelity as close to unity as wanted,
given enough copies. It would also mean that all states can be distinguished
and that the Holevo bound is violated. The missing part in this dilemma is the
no-cloning theorem [16]. The no-cloning theorem states that it is impossible to
create an identical copy of an arbitrary unknown quantum state.
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2.6 Quantum information and Holevo bound

Section 2.3 includes a measure of the shared information between Alice and
Bob. In contrast to the case with two classical states, a quantum measurement
is not always able to distinguish between quantum states (see section 2.5). The
amount of information that can be known about a quantum system is called
the accessible information [27]. This accessible information is a measure for
the shared information between Alice and Bob in case they communicate with
quantum states. Perhaps surprisingly, there is no known formula to compute
the accessible information. However, there are upper bounds such as the Holevo
bound which gives the following inequality.

Suppose Alice prepares a possibly mixed state with density operator py
where X = 1,...,d with probabilities py, ..., p;. Bob performs a measurement
described by POVM elements {E,} = {Ey,..., Ex} on that state, with measure-
ment outcome Y. For any such measurement, the Holevo bound states that

I(X;Y) < S(p) — ) pxS(ox), (2.22)

where p = Y, pxpx and S(p) = —Tr(plog,(p)) is the von Neumann entropy.
The maximum accessible information is reached for the maximally mixed states
p = Y,1/d|n) (n|, with orthonormal basis {|n)}, spanning a d-dimensional
space with equal send probability p1,...,p; = %, namely log,(d) bit [74]. This
result is surprising: even though Alice can prepare an infinite amount of in-
formation by an arbitrary superposition of just two of the d quantum states py,
Bob is only able to access log,(d) bit of information from the set p,. Hence, in
the regime of orthogonal quantum states, quantum information is equivalent to
classical information. At this point, one may wonder why quantum states are
still interesting for communication. The answer is that the fact that the accessible
information can be bound to be smaller than the prepared information enables
a whole field of interesting applications in cryptography.

2.7 Mutually unbiased bases

Two orthonormal bases {|a1),...,|as)} and {|b1),...,|bs)} are called mutually
unbiased if

[(ailb)) | = % Vi,je{1,...,d}. (2.23)

Hence, a basis vector from the first basis is non-orthogonal with any basis vector
from the second basis. If a quantum state is prepared in a state belonging to
one of these bases, a measurement in the mutually unbiased basis will return
all outcomes with equal probability. With other words: Nothing can be learned
from a measurement in this basis. This makes them interesting for quantum

cryptography.
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In general, it is an open question to find the number of mutually unbiased
bases for a given dimension d. An exception are bases where the dimension is
an integer power of a prime number. For them, it is known that d + 1 bases can
be found [75]. Unfortunately, there is no straightforward way to construct this
maximum of d + 1 bases for any d. On the other hand, one mutually unbiased
basis can be always generated for any d by Fourier transform. For the bases
{la1),...,|az)}, this Fourier transformed basis is constructed by

1 4 2ir\ \ M
|bk>—ﬁn§(exp(d)) an). (224

As an example for d = 2, the eigenvectors of the three Pauli matrices

Oy = [(1) (1)} , oy = [? Bl} , O, = [é 01} (2.25)

form a set of mutually unbiased bases. In the next section, these three bases are
used for the best known quantum cryptography protocols.

2.8 Quantum cryptography

One way to exploit the quantum nature of light to generate a key between Alice
and Bob is Quantum Key Distribution (QKD) [25, 26]. The first QKD protocol
was published by Bennett and Brassard in 1984 [13]. Alice has a single-photon
source. She encodes one bit of information "0" or "1" in the two-dimensional
polarization basis of these photons. She encodes in the horizontal or vertical
basis (see 0 in equation (2.25)) or the diagonal or anti-diagonal basis (see oy in
equation (2.25)). As apparent from the last section 2.7, these two bases are mutu-
ally unbiased. Alice and Bob can switch between the two bases by rotating their
Polarizing Beam Splitter (PBS) by 45°. They align their PBS with respect to each
other and agree on the encoding of the qubits. They possess an authenticated
classical channel for postprocessing. They then perform the following steps:

1. Alice encodes a photon in one of the four states, sends it to Bob via the
quantum channel and saves the sent state. Bob measures randomly in
either the o, or o, basis. He records his measurement result and basis
choice. Repeated N times, they both have a list of measurement results
and recorded bases.

2. Alice and Bob share their basis choices over a classical communication
channel. They only keep results of measurements performed in the same
basis. The rest of the key does not contain any information due to having
been measured in the mutually unbiased basis. Thus, these measurements
are discarded. After this so called sifting, Alice and Bob are left with N /2
bits of raw key.
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3. If Eve had interaction with the quantum channel, the error rate must have
increased. In order to estimate this error rate and thus the amount of infor-
mation the eavesdropper extracted, Alice and Bob reveal a random sample
m of the raw key. In the error-free case, the remaining n = N /2 — m bits
are the secret key. If errors occurred, these errors need to be corrected and
any information leakage to an eavesdropper needs to be erased [76]. This
is done in postprocessing over the public channel. If Eve’s information is
larger than the one between Alice and Bob, no secret key can be generated.

This is a d = 2 protocol. As seen in section 2.7, there are three mutually unbiased
bases for two dimensions. The third basis 0y, is used in the six-state-protocol [28].

2.8.1 Postprocessing

Due to technical imperfections and the possible intervention of an eavesdropper,
the sifted key has usual a Quantum Bit Error Rate (QBER) of a few percent.
Consequently, the first step of postprocessing is to perform error correction or
information reconciliation via the classical channel to reduce the Bit Error Rate
(BER). One differentiates between one-way postprocessing, where either only
Alice or Bob sends via the classical channel and two-way communication. The
maximum amount of information which can be extracted by error correction is
the mutual information. This limit is well known in noisy-channel coding as
the Shannon limit [78]. The most efficient error-correction codes are two-way
communication codes, which can be mapped to one-way communication [79].
One of the best studied error correction codes is the cascade code [80, 81]. The
Cascade code is based on block parity exchange. In the first step, the bits of the
sifted key are shuffled and divided in blocks of equal length. The initial block
size is chosen as a function of the QBER. The sum modulo 2 of each block is
calculated to compare the parity of the blocks. The parity values of all blocks
are communicated via the two-way noiseless classical channel between Alice and
Bob. In this way, all blocks with different parity can be found. In order to find
the error, a divide and conquer algorithm is applied and the detected error can
be corrected. The first pass of the error correction is done. Since even number
of errors in a block will remain unnoticed and only a single error per block is
corrected, this algorithm needs to run iteratively for a number of passes. In
each pass the key is shuffled and the block size is doubled. If an error remains
undetected after the first pass, this information can be used to uncover an odd
number of additional errors in the succeeding passes. The algorithm can step
back and correct also these errors. Sometimes this uncovers another error in a
different pass, starting a cascade of corrections.

The second step of post processing is privacy amplification [76, 77, 82, 83].
The goal of privacy amplification is to erase Eve’s knowledge of the sifted key
and also the information she gained from error correction by sacrificing a part
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of the key. As a simple example, consider the case where Alice and Bob share
two random bits. Eve knows the value of both bits with probability € based on
her attack strategy. Alice and Bob perform an XOR operation on the two bits
bisecting their key to one bit. On the other hand Eve’s success probability to
guess this one bit is only €? + (1 — 6)2. In general privacy amplification is done
using a universal family of hash functions [84]. To sum up the postprocessing is
a purely classical task. In order to perform it efficiently (erasing Eve’s knowledge
by still maintaining a large key) the error correction and privacy amplification
parameters have to be chosen carefully.

2.8.2 Why larger alphabets?

In the original BB84 protocol an alphabet with only two symbols 0 and 1 with
a maximum of one bit encoded in a single photon is used. If instead of the
2-dimensional Hilbert space the encoding is done in a d-dimensional Hilbert
space, the maximum information is log, (d). A second non-orthogonal mutually
unbiased basis set can be constructed by Fourier transform. This d-dimensional
two-bases BB84 protocol shares the same steps as the original BB84 protocol.
The difference is a larger information encoded per photon and an enhanced
security as apparent from the next section. Notably, as seen in section 2.7, d + 1
mutually unbiased bases could be used for the QKD protocol. More mutually
unbiased bases increase the security of the protocol [26], but come with lower
key rates in case all bases are used with the same probability. Experimental
tomography with high-dimensional states via mutually unbiased bases has been
demonstrated [85].

2.8.3 Eavesdropping

The remaining question is if and under which circumstances the BB84 protocol is
secure [26]. To answer this question, one has to consider the attack strategy of the
eavesdropper. For the following subsections, the security of the d-dimensional
two-bases BB84 protocol is discussed.

Intercept resend attack

The most straightforward attack strategy of Eve is called intercept resend. Eve
intercepts a fraction # of all photons sent via the quantum channel and performs
the same projective measurements as Bob would do. Because Alice and Bob will
only generate a key with photons Bob received, Eve needs to resend the same
photon (still projected onto her measurement result). There are two scenarios.
First, Alice and Eve randomly chose the same basis. Hence, the photon state is
not changed by the measurement. Eve has the full information of Alice’s sent
information and no error is introduced by eavesdropping. But in the second
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scenario, Alice and Eve chose mutually unbiased bases. That means that the
measurement outcome does not reveal any information about the sent informa-
tion. The state is projected to one of the d outcomes. Hence, even if Alice and
Bob choose the same basis, the probability that Bob measures the correct sym-
bol is only 1/d. Averaged over long keys, Eve will introduce an error rate of
Q= 710.5‘75%1 by at best only obtaining half the information Ir = 70.5H(A). For
this attack, the secret fraction [86] is

r =max{I(A;B) — I, 0}. (2.26)

Assuming that all errors are caused by the eavesdropping, the mutual informa-
tion is given by equation (2.11)
Q

106Y) = loga () + (1~ Q)logy(1 - Q)+ Qlogs (72 ) 227)

by substituting F = 1 — Q. No secret key can be extracted if I(A; B) < If.

Individual attacks

The intercept resend attack is a special case of a more general attack called indi-
vidual attack. As the name suggests, Eve attacks all signals from Alice to Bob
individually and in the same way. The most general measurement she can per-
form is to let the signal from Alice interact with an ancilla, which she keeps
while the signal goes to Bob. Eve doesn’t have a quantum memory and per-
forms her measurements on the ancillas before the postprocessing. As a result
Alice, Eve and Bob share a classically correlated set of symbols. The information
Eve gathers is

Ip =maxI(AE), (2.28)

Eve

where the maximization is performed over Eve’s attack strategies. The secret
fraction is then given by the Csiszar-Korner bound [86] by replacing I in equa-
tion (2.26) with the value from equation (2.28). A secret key can be generated for
a fidelity fulfilling the inequality [44]

1 1
F> 2 <1 + \/E> . (2.29)

Collective attacks

Collective attacks lift the restriction for Eve not to have a quantum memory. She
can keep her ancillas as long as she wishes and can perform the best measure-
ment given her knowledge, which is a collective measurement. The secret frac-
tion in this case is given by the Devetak-Winter bound [87]

lim r = S(X|E) — H(X]|Y) (2.30)

N—o0
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where S(X|E) = S(X,E) — S(E) and H(X|Y) = H(X,Y) — H(Y) are the condi-
tional von Neumann [88] and Shannon entropies, respectively. A secret key can
be generated for a fidelity fulfilling the inequality [44]

1 d—1 log, d
Flog, <F> + (1 —-F)log, (1 — F) <=5 (2.31)

Finite-key formalism

So far, infinitely long keys are assumed. In case of finite key length, one needs
to add corrections to equation (2.30), which had been studied in [89-91]. In this
BB84-like coding, the two bases are used in an asymmetric way [92]. One basis
is chosen with probability p; and is used to create the key between Alice and
Bob. The second basis chosen with probability p» = 1 — p; is used to detect
eavesdropping and to estimate Eve’s knowledge. From N signals received by
Bob, 2Np; p; are removed in sifting, while n = Np? is the raw key length and
m = Np3 signals are used for estimating Eve’s knowledge. The finite key length
N leads to several corrections of equation (2.30). The first correction is the factor
n/N = p3. For infinite key length, even a small part m of the key is enough
for error estimation and p; ~ 1. To detect eavesdropping, the average error rate
Q needs to be estimated with finite samples. Assuming fluctuations of this rate
with a standard deviation of AQ, an upper bound of the estimated error rate
is Q+ f/—%. Therefore, the conditional von Neumann entropy in equation (2.30)

can be replaced by
S(X|E) < logyd+(Q+ 22 )10 +AT%+(1_Q_£)1O (1-0-29,
= logp \/% g2 d—1 \/ﬁ 82 \/%

(2.32)
Further, error correction and privacy amplification can fail with probabilities egc
and epy, respectively. The combination of these factors yield the lower bound
for the secret key rate [89]

A Q+ Tm A A
rN—Z,(logzd+(Q+ ) log, "+ (1- 0~ “Z)logy(1- Q- 2)
1. 2 2. 1 log, (2
~H(A[B) — ; log, _— — ~ log, - — — (24 +3) ngn(e)> ) (2.33)

where € is the theoretical failure probability of the mathematical estimates using
smooth Renyi entropies [91, 93].

It should be mentioned that not all attack models are covered here. Every ex-
perimental realization of QKD can introduce quantum side channels due to de-
vice imperfections, which can be exploited by an eavesdropper without adding
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errors [39] and with hacking attacks [94]. Other attacks are based on the photon
number statistics of the light source [29, 30]. In case of multiphoton states, a
beam splitter just next to Alice would allow Eve to read a part of the message
and hide her interference in the losses by setting up a lossless quantum channel
to Bob and to gain information without introducing errors. A solution to that is
to vary the laser intensity throughout the protocol by using decoy states [95].

2.9 Encoding

In this thesis, the information is encoded in the transverse position of photons for
QKD as first demonstrated by Walborn [55]. Let f(r) be the detection amplitude
on a x,y-plane, then

9) = [ 19 ldri) = [ £ |r) 234

is the single-photon state at that plane. Now, a position measurement is per-
formed on state |). The position is a continuous variable, which changes the
sums in section (2.4) to integrals. Hence, the measurement operator fulfills the
completeness relation

[y i =1, (2.35)

with (r'|r) = 6% (' — r). Now equation (2.13) gives the probability to detect the
photon at position r/

p(r) = (WlIr) (7| |9) = [F ()P (2.36)

The single-photon wave function can be expressed in k-space by using the com-
pleteness relation on equation (2.34)

9y = [0y dr = [ [ 5o ) 1) P
= [ 5 [ foremrar iy 2k, (237)

with (k|r) = %e’”"r and the two-dimensional Fourier transform of the position
amplitude

FU) K = 5 [ e *rdn 23%)

For a two-dimensional Gaussian function centered at rg = (xo, yo) with variance
Ax as the position amplitude

— )2 N2
£lr) = Fx,9) = s exp (—(x o =) ) 239)

e
V2 Ar?
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Together with equation (2.38) the amplitude in k-space is

F () k] = —2Cexp (=2 (8 +18) ) exp (<iCxoke + yoky)).

(2.40)

The Fourier transform of a Gaussian is again a Gaussian function, where the
variance in k-space can be defined as Ak = 1/(24r) to end up with the final
result

1 kS +k; .
F (f(x,y)) [kx, ky] = Vo P\ T e | P (—i(xokx +yoky)) . (2.41)

The two variances fulfill the minimum uncertainty relation [96, 97]
1
ArAk = 5 (2.42)

Performing a measurement in k-space, equation (2.13) gives the outcome k’ with
probability

K+ k2
p(K') = |F (f(x,y)) [kx,ky]|2 = ;Wexp (— 2Ak2y> . (2.43)

Notably, this probability does not depend on the center of the Gaussian in x-
space ro = (X0,Y0). A measurement in k-space therefore reveals no information
about the center position in x-space and vice versa. The x-space and k-space are
Fourier transforms of each other and therefore form a set of mutually unbiased
bases as described in section 2.7. Due to technical limitations, the basis vectors
|r) and |k) can not be used for encoding. Due to finite apertures, f(r) in equation
(2.34) has a non-zero expansion in space. This leads to deviations from equation
(2.23), which needs to be taken into account. The x,y-position of the photon can
be measured by discrete detectors.



Conclusion 21

Figure 2.3 Illustration of 9 detectors and the probability function p(r’). The
photon wave function is centered on detector 1, which results in a click of this
detector (left). Fourier transforming erases the position information. The proba-
bility function spreads over all detectors (right).

The probability of the wave function to collapse at one particular detector
(and causing a detector click) is the probability p(r’) from equation (2.36) inte-
grated over the area of the detector. In the case this is close to unity, centering
another wavepacket on a second detector next to it has a negligible contribution
to the area integral over the first detector. In that case, the two detectors can be
labeled and a click on detector one is symbol one and a click on detector two
is symbol two. Fourier transforming the single-photon wavepacket spreads the
signal over the two detectors (with variance Ak = 1/(24r) in case of Gaussians),
but the information concerning the center position is lost, as expected from a
measurement in the mutually unbiased basis. The dimension of the two mea-
surement bases is equal to the number of detectors. It can be extrapolated to d
detectors allowing a d-dimensional basis. This is illustrated in figure 2.3. Finally,
it should be mentioned that also partial Fourier transforms [56] have been used
as bases.

2.10 Conclusion

The concepts needed to understand the results in this thesis are introduced, start-
ing with classical information theory. The quantum mechanical measurement
operator and its consequences for quantum state discrimination are shown. The
difference between quantum information and classical information is pointed
out. Next, mutually unbiased bases are discussed as well as their implemen-
tation in the most common quantum cryptography protocol. Several attacker
models for eavesdropping are presented. In the last section, the quantum states
used for encoding are defined.






3 Upper bound on the
mutual information

3.1 Introduction

Up to this chapter, the information content of single photons was assumed to be
only limited by the choice of the encoded quantum states as seen in section 2.6. If
one considers free-space line-of-sight communication with light, one has to deal
with and counteract several sources of noise [98, 99]. This includes pointing
errors caused by misalignment of the transmitting optics and vibrations as well
as earthquakes [100]. Another source is atmospheric turbulence caused by wind
and temperature gradients [101]. Under realistic conditions, also the detection
efficiency of detectors and their dark counts must be taken into account. The
information capacity of spectrally [102] and temporally [43] encoded photons
had been analysed. In this chapter, the upper limit of information which can be
carried by spatially encoded photons is investigated. The investigation into the
maximum information encoded in a single pulse starts by introducing the multi-
photon effect in the first section. The second section focuses on the contribution
of detector noise. Finally, the last section adds transverse beam broadening by
noisy transmission channels.

3.2 Upper limit information encoding

In this section, an upper limit to the transmitted information content is calcu-
lated under noiseless conditions. The number of photons per signal pulse Ny
can be larger than one. A number of N; (orthogonal) detectors is used to read
out the signal. The detectors don’t have photon number-counting capabilities.
Simultaneous arrival of several photons results in only one detector click, just
as for one photon. For this reason, we assume each detector has only a single
photon incident and the number of distinguishable symbols Ns is given by the

binomial coefficient N Nt
Ne= ()= & 1
° (N,,) Ny!(N; — Np)! G1)

This number reaches its maximum when the number of symbols equals half the
number of detectors.

Parts of this chapter were contained in: T. Hummel, High dimensional spatial information encoding,
Master Thesis, University of Twente, March 2016
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Figure 3.1 Illustration for Ny = 4 and N), = 2 resulting in N; = 6 possible sym-
bols. Two detector clicks (red) on four detectors yield six possible combinations.

The number of symbols is illustrated in figure 3.1. Next, the mutual informa-
tion as described in section 2.3 is calculated. As required for the upper limit, all
symbols are assumed to be sent with the same probability and are orthogonal
to each other. In general, the symbols can have a non-zero overlap as apparent
from figure 3.1. Here, the two upper left symbols share the click in the top left
detector. Hence, they are not orthogonal. On the other hand, non-orthogonality
will only reduce the accessible information as discussed in section 2.6. The joint
probability to find symbol x from the sender alphabet X (with Ns elements) and
the symbol y from the receiver alphabet Y is

)
PxeX,ycY)= L (3.2)
N;
Since all states are assumed to be orthogonal, the number of symbols equals the
dimension of the system. The probability to detect a symbol y € Y is
1
P(y) = P(x) = — .
() = P(x) N (3.3)

for an equal sent probability P(x) of all symbols x € X. Inserting these proba-
bilities in equation (2.7) provides the mutual information as

I(X;Y) = log,(Ns). (3:4)

The expression for the upper bound can be rewritten by using the Stirling ap-
proximation. The number of detectors is assumed to be larger than the number
of photons N; > N, > 1. In combination with equation (3.1) and equation
(3.4), the upper limit for the mutual information of one signal pulse is

vy L Ny Ny
I(XY) ~ 5 log, <2an(Nd — Np)) + Ny log, (Nd — N,,)

NP
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Figure 3.2 Surface plot of the upper bound on the mutual information I(X;Y)
as a function of the number of detectors N; and the number of photons per
signal Nj. Graph (a) shows the mutual information per pulse, while graph (b)
is normalized to the number of photons per pulse.
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Figure 3.2 depicts the behavior of the mutual information as a function of
the number of detectors and the number of photons per pulse. Equation 3.5 was
used for plotting. The relative error in the plotted range stayed below 1.8%. As
seen in graph (a), its upper bound increases with both variables. The reason for
that is the binomial coefficient in equation (3.1). Nevertheless, if the photon effi-
ciency is taken into account, graph (b) points out that a pulse of a single photon
has the highest possible mutual information per photon. Another problem is
that despite great effort [103] multiphoton states are hard to create.

3.2.1 Upper limit including detector noise

Aspiring to a more realistic description, the influence of detector noise needs
to be analyzed. As in the previous section, signal pulses with at maximum one
photon per detection area are considered. The detection of these signals requires
a special class of single-photon sensitive cameras. Their high sensitivity comes at
the price of having finite dark count probability. The number of symbols is equal
to equation (3.1) with N, the number of photons in a signal pulse and N; the
number of detectors. If the number of detector clicks does not match the number
of photons in the signal pulse, this measurement result will be ignored, as this
is an indubitable sign that a noise event occurred. Per detector, four distinct
events are possible. The two ideal scenarios are the correct negative and correct
positive: No photon was sent and no photon is measured with probability Koo
or a photon is sent and causes a click on the detector with probability Ky;. The
two unwanted events are the false positive and false negative: No photon was
sent, but the detector clicks with probability Kg; or a photon is sent, but is not
detected with probability Kjg. With two of these probabilities, one can calculate
the probability to correctly measure the symbol as

N;—N, N,
R =Ky K- (3.6)

In this case, all N, detectors with incident photons clicked, while in N; — N,
times no dark counts occurred. The probability to detect a wrong symbol is
not 1 — R, since measurements where the number of detection events is not
equal to the number of incident photons N, are discarded, and a correct count
is not synonymous with correct measurements at each detector. For a constant
and correct number of detection events, every photon which is not causing a
detector click needs to be compensated by a dark count of a falsely counting
detector. The probability for k false detector clicks is therefore given by

Wi = Ko R R K (3.7)
Here, N, — k detectors with incident photons clicked, while in N; — Nj, — k times,
no dark counts occurred. To fulfill the frame condition of N, total clicks, k
detectors which have not clicked click with probability Ky, while k detectors
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don’t click with probability K;9. Without dark counts above the required number
for Np clicks, k = 0 and Wy = R. To calculate the total error probability W, the
probability Wy need to be summed multiplied with the number of permutations.
This leads to

min(Np,N;—Np) N, — N N
W = Yy wk< d B ”) ( k”). (3.8)
k=1

The average probability to measure the wrong symbol is % The joint proba-
bility is

R
P(x,y) = No(R+W) Vx =y (3.9)
144
P(x,y) = NN~ TR W) Vx #y. (3.10)

The probability for a symbol x being sent is P(x) = Nis and is equal to the prob-

ability that a symbol y is received P(y) = N% In contrast to section 3.2, the

joint probability distribution does have off-diagonal elements, which arise from
the detection noise. The probabilities can be used to calculate the mutual infor-
mation using equation (2.7). The sum in this equation can be split in one term
with the diagonal elements of P(x,y) and one with the off-diagonal elements of
P(x,y). The final expression is

N
R NsR W N1V
I(XY)= ——1 I : 11
(XiY) = °g2(R+w>+R+w°g2<R+w> G1D)
or as a function of the ratio a = %
Ns
1 N a No-14
I(X’Y)_1+alog2(1+a)+1+alog2<1+a> (3.12)
1 a a

=1 1 — —1 — . A1
08;(Ns) +log, (1+a> tita 0g2<N5—1> (313

The mutual information is shown in figure (3.3). As expected, the mutual
information increases for smaller ratios @ = Y. The larger the probability to
detect the right symbol R and the lower the probability to measure a wrong
symbol W, the larger the mutual information. Moreover, the mutual information
increases with the number of symbols, as already seen in the previous section.
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Figure 3.3 Surface plot of the upper bound on the mutual information I(X;Y)
as a function of the number of symbols Ng and the ratio a = %

In this section, the number of detection events was considered equal to the
number of signal photons. As a consequence of this restriction, the loss of the
signal corresponds to events where these numbers are unequal. That leads to
a total loss of L = 1 — W — R, which takes all events into account not being
detected as wrong or right symbol into account. This loss scales polynomial
in the number of detectors and signal photons. For a general discussion, this
restriction needs to be lifted. In this model, a N, photon Fock state is detected
by N; detectors with an efficiency of # each. If the average number of dark
counts is Ny,rk, each detector’s probability for a dark count is Nf\l]—";ﬂ‘. The fidelity
to detect the correct symbol is

_ Ny (+ N ) N (4 )
" Np (77+ MI\%) + (NZ —Np)ﬂﬁdm B NP’7+Nd:rk : (3.14)

This fidelity can be inserted in equation (2.11) to find the mutual information

I(X;Y) =log,(Ns) + Flog,(F) + (1 — F) log, (%) . (3.15)
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Figure 3.4 Surface plot of the upper bound on the mutual information I(X;Y)
as a function of the number of symbols Ns and the fidelity F.

The influence of the fidelity on the mutual information is shown in figure
3.4. The information per pulse increases with the fidelity and reaches its maxi-
mum at a fidelity of one which corresponds to the noise-free case with a mutual
information of log, (Ng).

3.2.2 Upper limit including channel noise

As discussed in the previous section, if one wants to increase the mutual in-
formation in a photon-efficient way, one should consider a single photon on a
large number of detectors. This is why in this section the number of photons
is limited to one photon per signal pulse. The detectors are arranged in a two-
dimensional detection array and the photon is steered to one specific detector.
The channel noise is introduced as a broadening function F(x — xo,y — yo,0) of
the focus with a width of ¢ around a central point (xg, o) in the detector array.
The overall probability of dark counts is assumed to be small compared to the
detector efficiency, which allows to simplify the analysis by only taking single-
photon detection into account. Due to the broadening of the focus of the photon
and the two-dimensional arrangement of the detectors, cross-talk between the
detectors becomes significant. The size of the detectors could be increased to
minimize the cross-talk, but in realistic scenarios with finite-size apertures, this
is not possible. The other extreme would be a focus spread over many detectors,
which minimizes the mutual information. To calculate the mutual information
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from equation 2.7, the joint probability distribution P(X;Y) needs to be known.
A single-photon Fock states with symmetric foci with width ¢ is incident on de-
tectors with an efficiency of #. The average number of dark counts per symbol is
Ngark- The joint probability distribution P(X,Y) has two contributions. First, the
actual signal which is simulated by the broadening function F(x — x,y — Yo, 0)
weighted with the detector efficiency 7. Second, the contribution of the detector
dark counts. They are assumed to form a constant noise floor of % per detec-
tor. These two contributions need to be summed up for each symbol, forming
a statistical function M(X,Y) for every symbol from the sent alphabet x € X
and receiver alphabet y € Y. For convenience, the detectors are numbered from
1 to Ny from left to right and top to bottom and quadratic detector arrays are
assumed. For each symbol x, this statistical function can be calculated by inte-
grating the intensity of the focus over the detectors yielding

N

Nor ymod /N;)—1
X
F (k — floor < ) — 0.5, — (xmod /N;) + 0.5, 0') dkdl
VNi ( )
Ndark
N (3.16)

The floor (x/ \/Ny) + 1 translates the symbol number x to a row number of a
two-dimensional quadratic array, while the x mod +/Nj is the row number. In
case of a Gaussian broadening

F(x —x0,¥ —Yo,0) = exp <— (x=%)’+(y = yO)Z) . (3.17)
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Finally, the normalization criterion of the joint probability

Y. P(xy)=1 (3.18)

xeX,yeY

needs to be fulfilled, resulting in

Plry) = = MEY) ___ _Mxy) (3.19)

a erX,yEY M(x/y) - Ny (77 + Ndark)‘

For the maximum mutual information the sent and received probabilities P(X) =
P(Y) = NLS are equal for all symbols. With these values, the mutual information
can be computed by equation (2.7).
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Figure 3.5 Surface plot of the upper bound of the mutual information as a
function of the number of dark counts Ny, and the width of the Gaussian
focus . The number of detectors is kept constant at N; = 100 with an efficiency
of n =09.

Figure 3.5 illustrates the mutual information per photon as a function of the
number of dark counts and the width of the focus. A large number of dark
counts reduces the mutual information. Similarly, a broader focus reduces the
mutual information. In the limit ¢ — 0, this result is equal to the one in the
previous section. For finite o, considering the same parameters as in equation
(3.15), the mutual information obtained by equation (3.19) is larger. Even though
the probability to trigger the target detector is identical, the fact that neighboring
detectors have a higher hit probability leads to a larger mutual information.

3.3 Conclusion

This chapter derives the upper bound on the mutual information between a
sender and a receiver for a specific model. The first section gives an expression
for the maximum information which can be encoded. It is shown that in order
to maximize the information per photon, a single photon should be encoded
per signal pulse. The following section introduces detector noise into the prob-
lem. Detector noise lowers the mutual information per photon. Finally, the last
section discusses the influence of beam broadening to the mutual information.






4 Transmitting more than 10
bit with a single photon

Encoding information in the position of single photons has no known limits,
given infinite resources. Using a heralded single-photon source and a Spatial
Light Modulator (SLM), we steer single photons to specific positions in a vir-
tual grid on a large-area spatially resolving photon-counting detector (ICCD).
We experimentally demonstrate selective addressing any location (symbol) in a
9072 size grid (alphabet) to achieve 10.5 bit of mutual information per detected
photon between the sender and receiver. Our results can be useful for very-high-
dimensional quantum information processing.

4.1 Introduction

Its weak interaction with the environment makes light ideal for sharing informa-
tion between distant parties. For this reason, light is used to transmit informa-
tion all around the world. With the advent of single-photon sources, a new class
of applications has emerged. Due to their quantum properties, single photons
are used to entangle quantum systems or to do quantum cryptography [27]. One
famous example is Quantum Key Distribution (QKD) using the BB84 protocol
[13] to securely build up a secret shared key between Alice and Bob. The security
of this method is based on the no-cloning theorem [16], which forbids copying
quantum states. The standard implementation of the BB84 protocol uses the two-
dimensional polarization basis to encode information in photons. Therefore the
alphabet contains only two symbols "0" and "1", limiting the information content
per photon to 1 bit. Increasing the dimension of the basis using a large alphabet
increases the information content per photon together with an improvement in
the security [26, 44, 46]. This is the motivation to employ larger alphabets using
orbital angular momentum [48-50], time binning [25, 52, 53] or spatial transla-
tion [55-57]. Among the spatial encoding schemes, Orbital Angular Momentum
(OAM) states have been proposed for high-dimensional information encoding
[104]. However in a practical scenario, assuming a sender-receiver configura-
tion with apertures of finite size, a diffraction-limited spot translated in space or
Laguerre-Gauss modes has a higher capacity limit than the subset of pure OAM
states [59, 60]. This makes spatial positioning of light or equivalently, tilting of
plane waves, an ideal method for increasing the information content per pho-
ton. Interestingly, given infinite resources, there is no known upper bound for
the information content transmitted by single photons. For example, using one
mole (6.022 - 10%3) of ideal position-sensitive single-photon detectors leads to an

The content of this chapter has been published as: T. B. H. Tentrup, T. Hummel, T. A. W. Wolterink,
R. Uppu, A. P. Mosk, and P. W. H. Pinkse, "Transmitting more than 10 bit with a single photon," Opt.
Express 25, 2826-2833 (2017).
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information content of 79 bit per detected photon. Clearly, this is out of reach in
a practical situation. A very relevant question therefore is what can be realised
experimentally.

In this chapter we report our experiment in which we have deterministically
encoded more than 10 bit of information into a single photon. We have employed
23 times more symbols than previous work in spatial encoding, which reported
7 bit per photon as highest value for random keys [57], and is comparable to
what has been achieved in temporal and polarization encoding[105].

4.2 Methods

4.2.1 Setup

The setup is illustrated in Fig. 4.1. We use a Spontaneous Parametric Down-
Conversion source [112] to produce photon pairs. A 790 nm mode-locked pi-
cosecond laser with a pulse repetition rate of 76 MHz is frequency doubled to
395 nm in a LBO crystal. The frequency-doubled light is focussed in a Periodi-
cally Poled Potassium Titanyl Phosphate (PPKTP) crystal, which spontaneously
produces orthogonally polarized photon pairs at a wavelength of 790 nm. The
entangled photon pair is separated at a Polarizing Beam Splitter into two single-
photon Fock states. One of these photons is sent to a Single Photon Counting
Module acting as a herald, while the second photon is directed through a 28.5 m
single-mode fiber with a throughput of 47% to the encoding setup. For free-
space communication, one needs an encoding device at the sender position and
a decoding device on the receiver position. As encoding device we use a phase-
only Spatial Light Modulator to modulate the wavefront of the single photons.
By writing a blazed grating on the SLM, we change the reflection angle within
an angular range of 0.8° in vertical and horizontal direction with a diffraction
efficiency of 76% in the first order. The Fourier transform of the SLM is imaged
with a 1 m focal length lens in 2f configuration onto a large-area spatially re-
solving photon-counting detector. A bandpass filter at 800 & 40 nm is placed in
front of the detector to block stray light.

4.2.2 Detector

The decoding device should be able to measure the arrival of a single photon in a
single shot on a large area. One technology that can achieve this is the Intensified
Charge-Coupled Device [113-120]. ICCDs provide nanosecond gating option,
which reduces the amount of dark counts significantly and makes such an ICCD
capable of heralded measurements, reducing dark counts to one per thousands
of readouts. The dark counts of the ICCD have their origin in thermal electrons
released by the photocathode of the ICCD. Additionally, residual gas atoms can
be ionized by the electron avalanche within the Microchannel Plate (MCP) of
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Figure 4.1 Schematic representation of the setup. The Type-II Spontaneous
Parametric Down-Conversion (SPDC) source produces photon pairs, which are
split by a Polarising Beam Splitter (PBS). One of the photons is detected by
a Single-Photon Counting Module (SPCM) acting as a herald for an Intensified
CCD (ICCD). The other photon is fiber-coupled and is incident on a Spatial Light
Modulator (SLM). Its Fourier image is projected on the ICCD. The position of
the focus is scanned by adjusting the blazed grating on the SLM, indicated by
the arrows. An accumulated focus is shown in a zoom-in of the ICCD image
integrated over an average of 1000 photons. The red lines show the 8 x 8 pixel
binning of the symbols.

the intensifier. These ions are accelerated towards the photocathode by the MCP
bias voltage, releasing secondary electron avalanches. An ion impact causes
many more electrons than an incoming photon does. This leads to a local signal
increase on the ICCD camera which is brighter than the signal produced by
a single photon. Therefore these spurious ion signals can be filtered out in
postprocessing. Our model (Andor iStar A-DH334T-18u-A3) has a photocathode
quantum efficiency of 5%. Each heralded photon from the SPDC source opens
the ICCD gate for 2 nm. For the measurements in Fig. 4.2 6 images with an
exposure time of 0.1 s have been taken at each symbol. Single photon events
were analyzed using threshold photon counting [120], with the threshold level
set above the readout noise of the CCD camera. Attenuating the SPDC to a
herald rate of ~ 400 kHz, we measured on average 7.3 photon detections per
symbol. The FWHM of the focus, with a constant phase pattern on the SLM
and integrated over an average of 1000 photon detection events, was found to be
7.9 £ 0.3 pixels horizontally and 7.4 & 0.2 pixels vertically.

4.2.3 Encoding

The target position of the photon on the ICCD is determined by the horizontal
and vertical diffraction angle of the grating on the SLM. Although a scan mirror



36 Transmitting more than 10 bit with a single photon

could be used for spatial encoding, a SLM is a more flexible tool. Via hologra-
phy, the phase and amplitude of a wavefront can be manipulated, allowing to
use complex wavefronts. Moreover, the path of the light can be corrected for dis-
turbances using wavefront-shaping methods [121]. The SLM (pixel pitch: 20 ym,
resolution: 800x600 pixels) is programmed with horizontal and vertical gratings
to scan over the detection plane of the ICCD. The angular range of encoded al-
phabets is small (~ 0.33°) and the grating pitch was over 5 pixels, which ensured
high and uniform diffraction efficiency for all symbols. In order to define the
sent symbol, the position on the ICCD has to be mapped to separate symbols.
For this reason, a grid is defined on the ICCD. The pixels of the ICCD are binned
together in detection areas of 8 x 8 or 12 x 12 pixels, forming an alphabet of 9072
or 4050 symbols, respectively. This rectangular map on the detection plane of
the ICCD connects every detection area to an individual label, numbered from
left to right and top to bottom.

4.3 Result

The spatial encoding of information is realized on a rectangular, virtual grid
formed by binning the pixels of a camera. In case the entire camera chip would
be used, the maximum information is log, (1024 - 1024) = 20 bit. If we fill in
our experimental parameters, namely a signal-to-dark-count ratio of 10.08 and
a focus size of 8 pixels in each direction on the ICCD, this number is reduced
to 14.45 bit. In our experiment we used a grid of 112 x 81 areas of binned
pixels, which are the 9072 symbols of our alphabet. This value corresponds to a
maximum information content of log,(9072) = 13.15 bit.

The light is directed to distinct symbols on the grid by scanning the focus
using a SLM as a blazed grating. We assume that the sender uses an alphabet
X and the receiver an alphabet Y. To characterize the system, we sample the
joint probability distribution P(X,Y), which indicates the probabilities p(x,y)
to detect a certain symbol y out of the alphabet Y if a symbol x out of the
alphabet X was sent. The result is plotted in Fig. 4.2. The readout noise of the
ICCD was reduced by applying a threshold on the measured signal to only show
the intensified signal. A diagonal line in the plot of the sent symbol versus the
received would indicate maximal correlation. Indeed there is a strong correlation
between the sent and received symbol set visible in graph (a), which shows the
whole alphabet in a log-log plot. Graph (b) depicts a zoom into the first 200
of the 9072 symbols. Due to crosstalk between the symbols, off-diagonal lines
are visible, which correspond to photons hitting the symbol above or below
the target. The distance of 112 symbols between these lines and the diagonal
corresponds to the column length of the grid written on the camera. The signal
to the left and right of the diagonal is caused by crosstalk to the left and right
symbol on the grid. Noise can also arise from dark counts of the ICCD.
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Figure 42 Measured ICCD counts in each of the measured symbols as a func-
tion of the sent symbol with a binning size of 8 x 8 pixels. The exposure time
was 0.6 s for each symbol. Graph (a) illustrates the correlation between all 9072
symbols in a log-log plot. The graph (b) shows the measured correlation be-
tween the first 200 symbols in a linear plot. The measurement samples the joint
probability distribution P(X,Y).
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To quantify the information content per photon, we calculate the mutual
information between sender and receiver. The mutual information I(X : Y) is
the measure of the average reduction in uncertainty about a sent symbol set X
that results from learning the value of the received symbol set Y; or vice versa,
the average amount of information that X conveys about Y [65]. The mutual
information per detection event of the sender-receiver system is mathematically
represented as

I(X:Y) = xy)1 w) , 4.1
= T plnies (75, @y
where p(x,y) is the probability that symbol y is received when symbol x is sent.
p(y) is the probability to measure symbol y and p(x) the probability that the
sender encodes the symbol x. Theoretically, the mutual information depends on
the number of symbols N, which has a maximum of Imax = log,(N), assuming
p(x) = 1/N for every symbol x € X. In the experiment, we ensured the uniform
probability of x to realize the theoretical maximum in the absence of noise. The
maximum number of symbols is limited by the finite size of the CCD. Using
the presented binning size of the detection areas of 8 x 8, our theoretical limit is
13.15 bit.

In reality, the mutual information is not only limited by the number of sym-
bols and the entropy of the sent alphabet, but also reduced by the crosstalk
between the symbols arising from diffraction-limited focal spots as well as the
noise from environment and detector. In order to reduce the crosstalk between
the symbols, the binning size of the detection areas can be increased. This, how-
ever, reduces the number of symbols given the limited number of pixels on the
detector. The blue circles in Fig. 4.3 show the dependence of the maximum
mutual information for symbols made with different pixel bin sizes. The mea-
sured mutual information for 8 x 8 and 12 x 12 pixel bin sizes are represented
as red circles. The measured data is lower than the theoretical limit. This can
be understood from the average hit probability, indicated by the green + mark-
ers. Moreover, accounting for a finite signal-to-dark-photocount ratio between 10
and 100, leads to the expected mutual information, depicted as gray bars in the
figure. As evident from the figure, there is a maximal mutual information given
by physical limitations of crosstalk and noise. For large bin sizes with near-zero
crosstalk between symbols, one can achieve very high mutual information of
over 9 bit per photon. Given the FWHM spot size of approximately 8 pixels, we
choose an 8 x 8 binning achieving a value of 10.5 bit of mutual information per
detected photon.

To calculate the mutual information per sent photon, one has to take the
losses in our setup into account. This includes the coupling losses into the single
mode fibres of 55%, the diffraction losses at the SLM of 24%, the losses at the
spectral filter of 30% and the losses at the detector due to the limited quantum
efficiency of 5%. This leads to a channel capacity of 0.1 bit per photon.
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Figure 4.3 Dependence of the mutual information and the average hit proba-
bility in the correct symbol on the binning size of the detection areas. The blue
circles represent the theoretical limit Imax given no noise or crosstalk. The red
dots correspond to the measured mutual information for 8 x 8 and 12 x 12 pixel
bin size. The theoretical mutual information is shown as gray bars in the figure,
corrected for a signal-to-dark-count photon ratio between 10 and 100. The green
-+ markers illustrate the average hit probability in the correct area for a finite
focal diameter with FWHM of 8 pixels as shown in Fig. 4.1.

4.4 Discussion

For useful communication, the errors within the received message have to be
corrected. An efficient way of error correction is the Low-Density Parity-Check
Code (LDPC) [106]. In order to apply this error correction, all symbols of the set
have to be translated into a bit string. Therefore we encode the x and y position
of our symbols independently, each allocating half the bits. Since the dominant
noise term is the crosstalk between the neighbouring symbols, we use a Gray
code [107] for each direction. This causes only one bit flip for an erroneous
detection by a neighbouring symbol either in x or the y direction.

Figure 4.4 shows the Bit Error Rate (BER) after error correction with LDPC
versus the BER of the received bit string. The LDPC code was set to the half-
rate LDPC used in digital television broadcast standard DVB-5.2. The coloured
vertical bars indicate the estimated BER in case of 8 x 8 and 12 x 12 binning.
The estimation takes the measured crosstalk between the symbols into account.
Their left and right edges indicate a signal-to-dark-count photon ratio of 100
and 10, respectively. For the ICCD used in these measurements, this ratio is
10.07. Other commercially available ICCD have ratios close to 100, explaining
the choice of the other bound. Clearly, already a standard error-correction code
allows a practically error-free communication with the present system.
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Figure 4.4 The Bit Error Rate (BER) of the received bit string versus the BER
of the bit string after performing error correction. The dashed diagonal line
represents the result without error correction. The vertical bars indicate the
estimated BER of our experiment in case of 8 x 8 (green) and 12 x 12 (blue)
binning. Their left and right edges indicate a signal-to-dark-count photon ratio
of 100 and 10, respectively.
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4.5 Conclusion

In conclusion, we demonstrate high-dimensional encoding of single photons
reaching 10.5 bit per photon. The capacity of this spatial encoding is only lim-
ited by the optics and the number of pixels on the detector. The channel capacity
of 0.1 bit can be increased by reducing the losses in the system. The main con-
tribution to losses in our setup arises from the low quantum efficiency (~ 5%)
of the ICCD, which can be improved to ~ 30% with different photocathode ma-
terials. This makes it possible to reach a signal-to-dark-count ratio of 100 and
would bring the measured values closer to its theoretical maximum. Our results
are directly applicable to free-space line-of-sight communication. If the scram-
bling of wavefronts in multimode fibers can be controlled [108, 109], a second
and potentially more robust carrier for this high-dimensional encoding can be
realised. A very promising direction for this work would then be the imple-
mentation of a large-spatial-alphabet encoding for quantum key distribution or
high-dimensional quantum data locking [110, 111].






5 Large-Alphabet QKD

Most Quantum Key Distribution protocols use a two-dimensional basis such as
HV polarization as first proposed by Bennett and Brassard in 1984. These pro-
tocols are consequently limited to a key generation density of 1 bit per photon.
We increase this key density by encoding information in the transverse spatial
displacement of the used photons. Employing this higher-dimensional Hilbert
space together with modern single-photon-detecting cameras, we demonstrate
experimentally large-alphabet Quantum Key Distribution with 1024 symbols
and a shared information between sender and receiver of 7 bit per photon.

5.1 Introduction

We rely increasingly on the availability of affordable and high speed commu-
nication, which fosters the need of high key-rate generating cryptography. Re-
cent progress in the development of quantum computers [122-126] threatens the
widely used cryptographic methods, which rely on computational assumptions
[10, 127]. A possible solution is Quantum Key Distribution (QKD) of which
the security is only based on quantum physics and not on any computational
assumption. The first QKD protocol BB84 [13] uses the two-dimensional polar-
ization basis to encode information in photons. Therefore, the alphabet is limited
to two symbols, "0" and "1", with a maximum information content of 1 bit per
photon. Since the generated key is used as a one-time pad, this is a bottleneck
especially for encrypted video communication [37].

There are two approaches to increase the key generation rate. One is to
increase the repetition rates of photon generation [41] and detection [42], which
is inherently limited by dead times and jitter of the detectors [43]. The other
approach is to exploit properties of photons besides the polarization to increase
the dimensionality of the Hilbert space [45, 46]. A higher dimensional Hilbert
space leads to a higher information content of the photons and finally increases
the key generation rate. Moreover, the error rates introduced by eavesdropping
are larger, resulting in an increased security [44].

Several methods of high-dimensional QKD have been demonstrated, includ-
ing time-bin encoding [53, 54, 128, 129], orbital angular-momentum states [48, 49,
51, 130] and transversal momentum states [55, 58]. Comparing the last two spa-
tial encoding schemes, transversal momentum states have the following advan-
tages. Assuming a realistic sender-receiver configuration with finite-size aper-
tures, a diffraction-limited spot translated in an x,y-plane has a higher capacity
limit than the pure OAM states, since they form a subset of Laguerre-Gauss
modes [131, 132]. Together with the ease of generating a Fourier-transformed

This chapter is based on: T. B. H. Tentrup, W. M. Luiten, R. van der Meer, P. Hooijschuur, and P. W. H.
Pinkse, "Large-alphabet Quantum Key Distribution using spatially encoded light", in preparation.
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mutually unbiased basis with lens optics, spatial translation states of single pho-
tons are promising candidates for very-high-dimensional QKD.

In principle, a scan mirror could be used to change the spatial translation
states of single photons. If one wants to correct for disturbances using wavefront-
shaping methods [133], a Spatial Light Modulator (SLM) is needed. The SLM
allows to change the phase and amplitude of a wavefront by use of holographic
methods.

In this chapter, we experimentally demonstrate very-high-dimensional QKD
with 1024 distinguishable symbols in two mutually unbiased bases with a shared
information of 7 bit per sifted photon. This value is higher than previously
reported values of 2.05 bit for OAM states [48] and comparable to the values
demonstrated in time-energy QKD [53]. We give finite-key security arguments
for claiming an error-corrected and privacy-amplified secret key rate of the final
key of more than 0.5 bit per photon.

5.2 Experiment

5.2.1 Encoding

We implement a high-dimensional version of the BB84 protocol using the x,y
spatial translation of single photons to encode information [55, 134]. A de-
tailed description of our setup is given in section 5.2.2. The working principle
of the protocol is illustrated in Fig. 5.1. We define detection areas on the two-
dimensional plane representing the symbols of our alphabet. The detection areas
span 10 x 10 pixels on our single-photon sensitive detector. All the areas are ar-
ranged in a two-dimensional grid of 32 x 32 symbols. In this way, we are able
to encode d = 322 = 1024 symbols in total, which allows a theoretical maximum
of Imax = 10 bit encoded in a single photon. The protocol requires a second,
mutually unbiased, basis to guarantee that a measurement in the wrong basis
yields no information. In general it is always possible to use a Fourier transform
to form this second basis. In optics, a single lens performs this task. Alice and
Bob both switch between an imaging path and a Fourier path. Only two of the
four possible combinations will reveal all the information that Alice encoded to
Bob. From the remaining two, no information can be extracted by Bob.

5.2.2 Setup

Our setup consists of a single-photon source, a spatial encoder, optics, the free-
space quantum channel between Alice and Bob and finally a decoder together
with a single-photon-sensitive position-reading detector on Bob’s side.

The setup is schematically shown in Fig. 5.2. We use spontaneous paramet-
ric down-conversion (SPDC) as a source of photon pairs, here called signal and
herald. The wavelength of the generated photons is 790 nm with a heralded
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Figure 5.1 Illustration of our spatial encoding and decoding scheme and pos-
sible basis choices therein. The single-photon state |1) is encoded in the x,y-
translation basis formed by shifting a focus over a two-dimensional grid. Al-
ice can send an image of the focus (I) or its Fourier transform (F) to Bob. Bob
randomly switches between the two bases I and F. Only if the two bases are
compatible (II or FF), the information encoded by Alice can be read out by Bob.
In the two other cases (IF or FI), the information is low. Just like in BB84, a
public channel is used for post processing including revealing the bases choices,
detection of eavesdropping, error correction and privacy amplification.

single-photon count rate of 280 kHz and a coincidence probability of 10% mea-
sured with two avalanche photodiods (APDs). The photon in the herald arm
is detected by one of the APDs and signals a successful photon pair creation.
The signal photon is sent through a 77 m single-mode fiber (SMF) to add an
optical delay. The fiber output coupler (Thorlabs F220FC-780) and a 75 mm lens
together with a 300 mm lens expand the light to a collimated beam of 8.4 mm
FWHM to match the size of the spatial light modulator (SLM). We use a phase-
only liquid-crystal SLM to write a blazed grating in the phase of the wavefront.
A 500 mm lens focuses the light to distinct x,y positions in its focal plane. With
a half-wave plate and a polarizing beam splitter (PBS), Alice can switch between
the two mutually unbiased bases. One basis is designed for imaging the light in
a 4f configuration with two 125 mm lenses. The other one performs a Fourier
transform with a single lens with twice the focal length. In case the basis choice
needs to be hidden from an eavesdropper, a second half-wave plate can be put
after Alice’s last PBS to counteract the polarization rotation of the first half-
wave plate. After being transmitted via the quantum channel with two lenses
(f = 50 mm), the photons are randomly split by a beam splitter (BS) and are
again guided through an imaging or a Fourier transform path for decoding. The
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Figure 5.2 Schematic representation of the setup. We generate photon pairs
at 790 nm by spontaneous parametric down-conversion (SPDC). One of the
photons is coupled into a single-mode fiber (SMF) and the other is sent to an
avalanche photodiode (APD) and used to trigger the camera. Information is en-
coded into the signal photon by translating the x and y position of the focus with
a spatial light modulator (SLM) and a 500 mm lens. Alice chooses between two
paths with a half-wave plate and a polarizing beam splitter (PBS), one (green)
with a single lens (2f) and one (red) with two lenses (f). After the two beams are
merged again by a second PBS, the light is guided through the quantum channel
(QC) with two 50 mm lenses. Bob has the same set of lenses as Alice. His two
paths are chosen randomly by a beam splitter (BS). The additional half-wave
plate makes sure that all the light is directed to the camera (ICCD) by the last
PBS.

half-wave plate in the Fourier path ensures that all the light is reflected to the
intensified charged-coupled detector (ICCD). The ICCD is triggered via a 5 m
BNC cable to match the detection window of the camera to the arrival of the
signal photon.
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5.2.3 Detection

To detect the photons in a two-dimensional grid, we use an ICCD (Lambert
HICAM 5008S). It consists of an intensifier stage fiber-coupled to a CMOS camera
of 1280 x 1024 pixels with a pixel size of 14 x 14 ym. The photocathode of the
ICCD acts as a gate and is triggered by the herald photons at 280 kHz. The
delay between the trigger signal and the signal photon was measured to be
91 ns. The gate width of the intensifier is 5 ns. The CMOS camera is read out
with 500 frames per second. The variance of the read-out noise of the CMOS is
0.4 counts and a threshold of 5 counts is set to filter the readout noise from the
data. Moreover, a threshold on the size and intensity of detection events is set
to between 2 and 10 pixels and between 1 and 60 counts, respectively, to remove
unwanted spurious ion events.

5.2.4 Classical light measurements

Before the quantum measurements, the setup is characterized by an Obis laser
with 785 nm wavelength. As a detector, a Stingray F-145 B is used. This allows
to analyze the focus in the x, y-plane. The detector is divided in areas of 10 x 10
pixels. The SLM is programmed to focus the light on the middle of these areas,
scanning over 78 x 63 = 4914 different positions in total. The intensity of the
laser is kept constant, while one image is taken for each of the 4914 positions in
all 4 possible basis configurations of the setup. In the two compatible basis, a
2D Gaussian function

Gl = rop (- (U LomE)) e

is fitted to the intensity profile on Bob’s camera to extract the focus position
(x0,Y0), the amplitude A and the widths Ax and Ay in x and y direction. The
results of this measurement are presented in figure 5.3. It shows the widths in x
and y as well as their mean values. Overall, the periodicity in the graphs reflects
the 78 columns of the map. At the edges of the map, the blazed grating on the
SLM has its smallest periodicity, which results in a broader first diffraction order.
The average widths in x direction of 19.2 +4.9 ym in II and 22.8 + 3.9 ym in FF
is smaller than the one in y direction of 20.7 £ 0.7 ym in Il an 24.2 £+ 0.4 ym in FF.
The reason for that is the rectangular shape of the SLM window, which causes a
smaller width in the x direction. The asymmetry in the number of columns and
rows of the map results in a larger standard variance of the x widths.
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Figure 5.3 The beam widths of the focus on Bob’s camera in x (blue) and y
(red) direction in a) II-configuration and b) FF-configuration. The mean values
are plotted in dashed lines.
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Figure 54 The normalized intensity scanned over all 4914 positions in a) II-
configuration and b) FF-configuration.

Figure 5.4 shows the normalized intensity calculated from the parameters of
the 2D Gaussian fit function. In the II-configuration, the normalized intensity
has a value of 86 &+ 5%. In FF-configuration, the average value is 83 &= 5%. As
apparent from the figure the intensity profile is reasonable flat, except for the
two edges in the x direction. In order to maintain a flat intensity profile during
the single-photon experiment, the center region corresponding to 70 x 70 areas
of this map was used for the QKD experiment.
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Figure 5.5 A log-log plot of the joint probability of the sent versus the received
symbol in a) II-configuration and b) FF-configuration.

In figure 5.5, the joint probability distribution of the sent versus the received
alphabet is plotted in both compatible bases. The mutual information is calcu-
lated with equation (2.7). This sampled mutual information is 10.06 bit in II and
9.56 bit in FF-configuration. Using the fitted data for the width of the focus, the
upper limit can be calculated as shown in section 3.2.2. The number of dark
counts is set to 0 and a the detector efficiency is set to 1. Overall the upper
limit to the mutual information is is 11.08 bit in II and 10.66 bit in FF configura-
tion. The deviation from this limit is caused by experimental imperfections like
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pointing errors and the changes of the focus width due to the lower diffraction
efficiency of the high spatial frequency blazed gratings on the SLM.

5.2.5 Timing and Losses

To reduce the dark counts of the detector, the detection window must be chosen
as short as possible. The minimum gate width of the gate generator is 5 ns. This
gate window must be matched to the arrival of the signal photon. The SPDC
source allows to use one of the photons as a herald of the other. Hence, this
herald photon is detected with an APD and the electric pulse is directed to the
gate generator. An additional 50 ns single mode fiber is used as optical delay for
the signal photon. The SLM is set to a constant phase and the II-configuration
is used. The ICCD is set to a repetition rate of 500 fps. The detector counts in
a 20 x 20 pixels area around the focus are summed up over 1000 images. The
delay is changed in steps of 1 ns. The result of this measurement is shown in
figure 5.6. The delay was set to 91 ns, to match the detection to with the arrival
of the signal photon.
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Figure 5.6 The counts at the focus position versus the delay set at the delay
generator.

The losses for all four basis combinations have been measured with a power
meter and coherent light. The measurements are taken after the 50 m fiber
collimator and in front of the detector. The losses in II and FF are 17.5% and
17.0%, respectively. In FI the losses are 18.5% and 18.7% in IF configuration. The
average losses are 18.2%.
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5.3 Results

#photons

received symbol
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10° 10’ 10 10°
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Figure 5.7 Correlation map of the received symbol index versus the sent sym-
bol index on a logarithmic scale in II-configuration. The diagonal line indicates
a strong correlation between the sent and the received symbols. In the top left
corner, the hit distribution to the nearest and next-nearest neighbor symbols is
shown. The events are visible in the correlation map as the lines shifted by
the number of columns of the map. The average hit probability of the target
area (red) is Py, that of the four nearest neighbors (blue) is P, that of the eight
next nearest neighbors (white) P,. The remaining probability is summed in
Prest =1—Py— Py — P,.

First, we characterize the information content of the transmission from Alice to
Bob. For this purpose, we analyze the two compatible bases choices of Alice and
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Bob (II and FF). Alice sends each symbol x out of her alphabet X individually,
while Bob receives the symbol y out of the alphabet Y. 1000 images per symbol
are recorded on Bob’s side. This step is performed for both compatible bases. In
Fig. 5.7 the number of photons detected per symbol is shown in a log-log plot.
In this figure, the joint probability function p(x,y) is sampled, where x is an
element of the sent alphabet X and y from the received alphabet Y. We quantify
the shared information between Alice and Bob by the mutual information [27]

106Y) = ¥ play)togs (L) 52

xeX,yeY x)p(y)

where p(y) is the probability to measure symbol y and p(x) the probability
of a sent symbol x. The maximum information Alice can send per symbol is
I(Alice) = 10 bit. Due to noise in the channel and in the detection and imper-
fections in the information encoding, the shared information between Alice and
Bob is smaller. For the II and FF basis configuration, we calculated the sam-
pled mutual information to be I(X : Y)y = 8.3 bit and I(X : Y)pr = 8.1 bit,
respectively. The two main contributions to the noise are the cross talk to the
neighboring detection areas, which was 13.3% and the dark counts of the detec-
tor which was 13.8%.

Despite considerable experimental efforts, the probabilities used in the calcu-
lation of the mutual information are under-sampled with an average of 73 detec-
tion events per symbol. This means that neighboring pixel cross-talk events are
not accurately sampled, a problem that gets increasingly severe for larger alpha-
bets. If Eve uses an optimal cloner [73], the minimum fidelity for cloning-based
individual attacks is 51.6% [44]. Introducing the average symbol hit probability
F, the mutual information in equation (5.2) can be simplified to

I(F) = log,(d) 4 Flog,(F)
+ (1-F)log, <1 — l;) (5.3)

where d is the dimensionality of the basis. In our experiment, F = 68.7%. Since
a large portion of the photons hits the neighboring areas, equation (5.3) is an
underestimate and can be refined by adding the hit probabilities Py, P;, P» and
Prest defined in the top left corner of Fig. 5.7. We assume the values Py, P;, P»
and Prest are equal for each symbol and derive

IAB = 10g2 (d)

P
+ Pylog, (o) + Py log, (i)

P, P,
+ P log, ( > + Prestlog, ( reslt3> . (5.4)
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The resulting mutual information is 6.75 & 0.08 bit in the II-configuration and
7.03 £ 0.04 bit in the FF-configuration.

5.4 Discussion

One important criterion for the security of QKD is that the basis choice of Alice
remains hidden from Eve. We use Gaussian optics in our setup, which can
be corrected for in post processing. As a result, we have Gaussian foci with
finite width in the focus plane. The Fourier transform of a Gaussian function is
another Gaussian function as seen in Fig. 5.8. In the Fourier basis, the probability
to detect a photon is higher in the center than at the edges. If Alice sends all
symbols of her alphabet with the same probability, Eve could therefore make
a reasonable guess which basis is used. A photon detection at the edge of the
detector is more likely to have been sent in the imaging basis, while a detection
in the center is more likely in the Fourier basis. We measured the photon hit
distribution for the two incompatible bases choices IF and FI with the same
parameters as in the compatible case. In Fig. 5.8, the distribution is shown with a
Gaussian fit. The width in the columns is 89.9 £ 1.7 pixel and 106.7 £ 1.9 pixel in
the rows together with 96.3 & 2.5 pixel and 102 £ 3 pixel in the FI configuration.
To close the leak, Alice can adjust her send probability p(k) to this Gaussian
distribution. As a result, the information sent by Alice — Zg;(l) p(k)log,(p(k))
reduces from 10 bit to I(Alice);; = 9.4 bit and I(Alice)rr = 9.4 bit. Consequently,
the sampled mutual information with the hidden basis drops to [55]

-1
Inp = I(Alice) + ) p(k)Fege 10g, (Fegt)
k=0
A p)(1 - Fe)p()) oo [ (L= Feit)P(j)
B e (“hat) e

with the effective fidelity Fog defined by I(Fer) = Iap in combining equation
(5.3) and (5.4). This results in (Feg)p = 75.5% and (Fef)pp = 77.9% leading to
(Iwp)1x = 6.3 bit and (I, )pr = 6.6 bit.
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Figure 5.8 Image integrated over all Bob’s 1024 different spot positions in the
IF configuration. Projections of the signal are shown left of and below the plot
by summing over the columns (lower panel) and rows (left panel). The photon
counts follow a Gaussian spatial distribution as is evident from the red fit curves.

In postprocessing via the public channel, Alice and Bob reveal their basis
choice. They only keep the measurement results in the two compatible bases,
which bisects the key length. To check for eavesdropping, the quantum bit error
rate of this sifted key needs to be calculated. We used the Gray code [107] to
encode the x and y position of the symbol in a bit string. In this way we reduce
the bit error rate, since 31.3% of the error is due to crosstalk to neighboring
symbols. In the Gray code, neighboring symbols have a Hamming distance of
only 1. We calculated the averaged quantum bit error rate over all symbols to be
Qq = 7.8% for the II-configuration and Qpp = 7.4% for the FF-configuration. We
calculated the secret fraction of the key in case of intercept-resend attacks and
infinite key length in the supplementary information.
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5.4.1 Intercept-resend attack

For the security of the protocol, we need to ensure that the information Eve can
gain from intercepting the communication is lower than the mutual information
between sender and receiver. Assuming an intercept-resend attack, the infor-
mation Eve can learn is I(Eve) = %I (Alice) with # the fraction of intercepted
photons and I(Alice) the sent information of Alice. Averaged over the compat-
ible bases, we find I(Alice) = 9.4 bit. An eavesdropper can extract a maximum
of I(Eve) = 15.72 bit. Therefore, just as in the case of the original BB84, infor-
mation gain is only possible at the expense of disturbing the signal [27]. An
eavesdropper will be recognized by increasing the error rate of the key gener-
ated by Alice and Bob. Alice and Bob will have to compare a random part of
their key to decide if they have been eavesdropped. Intercepting a fraction of #
photons, an attacker introduces an error of

Ere= 1021, 66)
where d is the number of symbols. To calculate the quantum bit error rate
of the sifted key, we used the Gray code [107] to encode the x and y position
of the symbol in a bit string. In this way, we reduce the bit error rate, since
31.3% of the error is due to crosstalk to neighboring symbols. In the Gray code,
neighboring symbols have a minimum hamming distance of 1. We calculated
the averaged quantum bit error rate over all symbols to be Qi = 0.078 with a
standard deviation of AQy = 0.042 for II-configuration and Qpr = 0.074 and
AQrr = 0.029 for FF-configuration. Assuming Alice and Bob set their threshold
to detect eavesdropping to a bit error rate of Q + o, where Q is the averaged
quantum bit error rate. In this case Eve could only intercept a fraction of 7 of
the photons.

5.4.2 Basis guess fidelity

In practical QKD, Alice’s basis choice could leak to an eavesdropper via side
channels or imperfect encoding. To include this into the model, we added a
guess fidelity of €. Eve can not guess the basis if € = 0, while € = 1 means that
Eve knows Alice’s basis choice. In our experiment, we measured € ~ 0.15 by a
correlation measurement performed with classical light. Eve can then extract

I(Eve) = g (1+ €) I(Alice) (5.7)

from the information Alice sends. Thereby she adds an additional error of

1 d—1

QEve = 2 (1 - 6) 4 (5.8)

To detect eavesdropping, Alice and Bob must set an error threshold ¢. The error
rate introduced by Eve’s perturbation of the quantum channel has to be lower
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than this threshold to stay unnoticed. The quantum bit error rate including an
eavesdropper is

QTotal = (1 - U)Q +7 (Q + (1 - Q)QEve) (5-9)
= Q + (1 - Q)UQEve- (5-10)

From the relation
Qtotal < Q+0, (5.11)

the maximum fraction of intercepted photons is

o

Nmax = m, (5.12)

which depends on the fidelity to guess the correct basis € and the threshold o.
The minimum fidelity of Bob reduces to

FTotal =F (1 - UQEVE) . (513)

Now it is possible to calculate the distance of information between Bob and Eve,
which is a measure for the secure key rate. The information distance is defined
as

5 = Iag — I(Eve). (5.14)

The amount of information Bob receives depends on the amount of information
Alice transmits and on the channel noise. Therefore

1(Bob) = Qrotall (Alice). (5.15)

Combining equation (5.7) and (5.15), the information distance can be written as

5= [(1 — Orotal) — g(l + e)} I(Alice). (5.16)

By substituting #max from equation (5.12) in this expression, the minimum infor-
mation distance can be plotted as a function of € and ¢ in figure 5.9. Compared
to equation (5.17) the prefactor n/N does not appear, since already a small frac-
tion of the key is enough for parameter estimation. Moreover, the error correc-
tion and parameter estimation as well as the uncertainties about Eve’s entropies
lower the secret fraction.
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Figure 5.9 The minimum secret information distance ¢ against the basis guess
fidelity € for three different thresholds o.

The information distance J becomes monotonically larger with decreasing
threshold ¢, but becomes smaller with increasing €, as visible in Fig. 5.9. If
Eve knows Alice’s basis choice (¢ = 1), her measurements will no longer add
noise, which allows her to intercept the quantum communication without being
detected. In comparison to the finite-key-length secret fraction in the case of
collective attacks, the values the minimum secret information ¢ is larger.

5.4.3 Finite key bound

For security arguments against collective attacks, we used finite key considera-
tions given in [89-91]. In the case of a finite key length, N < oo, failure probabil-
ities in each step of postprocessing need to be considered. After sifting the key
and removing the incompatible basis choices of Alice and Bob, the key length
bisects. From this key length, half the symbols are used to check for the presence
of an eavesdropper. The next step is error correction to achieve an error-free key.
Due to the finite key length the error correction has a finite failure probability
and not all errors can be removed. Assuming a two-way cascade code [80], this
failure probability is egc ~ 10~ [81, 135] in case of a 8% bit error rate. To limit
the maximum information of Eve, a privacy amplification step needs to be per-
formed. With average bound privacy amplification [82, 136], the information of
Eve can be bound to 3 x 10717 bit with a failure probability of epa = 271°. In
this case, the lower bound for the secret key rate per photon of a € = 10~ secure
key is given by [89-91]

N = % (IAB—I(Eve) - %logz(é) - Zlogz(eIl)A)> . (5.17)

We neglect the failure probability introduced by smoothening the entropies. If
both bases are used with the same probability, 7 = 0.25N symbols can be used
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to create a key. Izp is defined in equation (5.4) and is the mutual information
between Alice and Bob and

I(Eve) = —(1—F) logz(%) — Flog, F (5.18)

is Eve’s information assuming all channel errors are attributed to the presence of
an eavesdropper [44]. We assume the worst case values in parameter estimation
and replace the fidelity F by F — AF/ \/n to take the statistical fluctuations of the
measured fidelity into account. The remaining terms in equation (5.17) are the
influence of the failure probabilities on the secret key rate.

0.6

0.4

0.2

l0g ()

Figure 510 The lower bound of the secret key rate ryper detected photon as
a function of the logarithm of the key length N (red). The blue dashed line
represents the asymptotic limit of infinite key length. The failure probabilities
are egc = 107° and epy = 2715, The quantum bit error rate is Q = 0.08.

Figure 5.10 shows the minimum secret key rate as a function of the number of
symbols. With increasing key length, the secret key rate approaches its asymp-
totic limit, which is the difference between the shared information between Alice
and Bob and the information of Eve. As seen in the figure, we can establish a
non-zero secret key rate starting from a key length 5 - 103 symbols. Assuming an
SLM with a maximum frame rate of 60 fps, such a key can be generated in ~ 3
minutes.
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5.5 Conclusion

In this chapter, we experimentally demonstrate high-dimensional QKD using
spatially encoded photons. We encode an alphabet of 1024 symbols and achieve
a channel capacity of 7 bit per detected photon. We discuss a solution to hide
Alice’s basis choice from Eve. Taking error correction and privacy amplification
into account for finite key length, we establish a secret key fraction of 0.5 bit per
photon. For longer-distance communication, the combination of this work with
multimode fibers [137] appears attractive.



6 Multimode Fiber
Communication

6.1 Introduction

Quantum communication aims to provide absolutely secure transmission of se-
cret information. Existing methods encode symbols into single photons or co-
herent light with much less than one photon on average. Here we propose and
demonstrate an original method that is fundamentally secure with weak coher-
ent light even when several photons per symbol are used. Our method does
not require a change of measurement basis and works with a high-dimensional
alphabet in a simple practical setup. Moreover, it sends information in a deter-
ministic way, allowing direct decoding at the receiver end. This feature makes
the method suitable for Quantum Key Distribution (QKD) as well as Quantum
Secure Direct Communication (QSDC). The key element of our method is the
combination of wavefront shaping with a multimode fiber channel. Since it is
based on an optical fiber, our method allows to naturally extend secure commu-
nication to larger distances.

The importance of secure communication is rapidly growing [138]. We use
cryptography in everyday life often without noticing, for example, when we con-
duct financial transactions via the internet. The security of conventional cryptog-
raphy is based on shared secret keys or on computational assumptions, such as
the presumed hardness of factoring [9]. In practice, this means that it is vulner-
able to unanticipated advances in hardware or algorithms. Quantum cryptog-
raphy in theory provides unconditional secure communication, assuming only
that an eavesdropper (Eve) is restricted by the laws of physics: the quantum
no-cloning theorem forbids to replicate an unknown quantum state [16]. In-
deed, the security of quantum cryptography requires quantum states of light
[26]. For example, in the original and best-known Quantum Key Distribution
method — BB84 proposed by Bennett and Brassard [13] — the security is based on
the fact that the polarization of a single photon can be prepared and measured
along well-defined directions. Key distribution methods do not by themselves
communicate useful information. Such communication can follow only after the
secure key is built up. Recently methods for Quantum Secure Direct Commu-
nication were proposed [139-144]. However, QSDC is more demanding on the
security: the eavesdropper should not only be detected but also obtain blind
results. It makes QSDC very complicated for practical realizations[145].

Nowadays, optical fibers are key elements of worldwide communication[146].
Single-mode fibers are widely used to transmit voice, television and internet data

The content of this chapter has been submitted for publication as: L. V. Amitonova, T. B. H. Tentrup,
I. M. Vellekoop, and P. W. H. Pinkse, "Multimode-fiber-based high-dimensional quantum secure
communication,".
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by encoding this information temporally into a single optical mode. In theory,
multimode fibers could have a much higher bandwidth because they carry thou-
sands or hundreds of thousands of orthogonal optical modes. Although short
pieces of straight or slightly bent fiber are not truly random [147], in any re-
alistic fiber, the modes are coupled, leading to an arbitrary mixing of the field
amplitudes [148] and scrambling the information across the modes. Random
mode mixing in multimode fibers can be utilized for secret key distribution that
cannot be hacked a posteriori by analyzing stored tapped data [149]. On the
other hand, this mixing can partially be undone by applying techniques from
complex wavefront shaping, a method originally developed for precise light
control through and in highly scattering materials [121, 150, 151]. Multimode
optical fibers can now be used to transmit information in the spatial domain
[152-154]. Recently methods have been proposed for high-speed[155], high-
resolution [156, 157] image transfer. Wavefront-shaping methods already have
been employed for quantum-secure authentication [61].

Here, we introduce and experimentally demonstrate a new type of quantum
communication method based on a high-dimensional spatial alphabet encoded
into the guided modes of a multimode fiber. The multimode fiber combines fea-
tures of a Physical Unclonable Function (PUF) [63, 64] with the inherent ability to
generate secret keys by configuration changes. The no-cloning theorem forbids
an attacker to fully characterize a light pulse containing fewer photons than the
number of mixed fiber modes. The wavefront shaping technique allows Bob and
only Bob to read the information. The multimode-fiber-based method doesn’t
require a quantum key sifting step and allows to decode the secure informa-
tion instantaneously during the transmission, providing a unique platform for
Quantum Secure Direct Communication between two parties. The fiber nature
of the proposed method allows to extend our method to long distances. The
experimental realization of the method provides security in a simple setup and
real-life implementations, which makes commercial applications conceivable.

6.2 Result

Firstly, we briefly discuss the main idea of the method under ideal conditions
assuming a perfect single-photon source and ideal wavefront shaping means (in
phase and amplitude) since it is the simplest to understand conceptually. In
the Methods section, we give a quantitative argument why the method is still
secure with weak coherent light and imperfect wavefront shaping without any
adaptation to the method or the setup. The experimental setup and illustration
of the main principle are presented in Fig. 6.1. By controlling both the phase
and amplitude patterns of the wavefront, it is possible to focus all light to a
desired position behind the fiber [158, 159]. The calibration procedure to find
this unique wavefront is described in details in the Methods section. To send
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a symbol, Alice prepares a single-photon quantum state with an appropriately
phase-shaped and amplitude-shaped wavefront that leads to focusing light at
the particular position on the fiber output facet. Throughout the fiber, the single
photon will be present as a disordered superposition of almost all fiber modes.
If a potential eavesdropper Eve would intercept the photon and determine its
position, the photon collapses at a nearly random position on Eve’s detector,
which varies even between identical copies of the same symbol (see Fig. 6.1
‘Eve’). Therefore, Eve will not be able to identify what symbol was sent: the
information is scrambled. It is important to note here that even if Eve knows the
exact optical transmission matrix of the fiber between Alice and Eve, she cannot
identify what symbol was sent by observing a single photon on her camera since
the symbols are not spatially localized (see Methods section for a derivation of
the maximum entropy that Eve could possibly gain from a measurement). Only
at Bob’s end, the photon will be spatially localized at the desired target posi-
tion, where each target position corresponds to a symbol from the alphabet (see
Fig. 6.1 ‘Bob’). Since here the photon is spatially localized, Bob can unambigu-
ously identify what symbol was sent: the information is unlocked. The only way
that Eve could recover the information sent by Alice would be to copy and phys-
ically reproduce all essential features of the fiber between Eve and Bob in some
kind of passive optical system that would focus each symbol onto a different
detector. We assume that the long multimode fiber is sufficiently complex and
random to be physically unclonable, ruling out this type of attack. Moreover, we
assume that Bob regularly reconfigures his part of the fiber in an unpredictable
way. Without a physical copy of the fiber, Eve will always be limited to measure-
ments that collapse the photon state to a random position, thereby destroying
almost all encoded information (see section 6.3 for a detailed derivation).

6.2.1 Experimental demonstration of secure communication

We perform our experiments in imperfect ‘real-life” conditions: with a weak co-
herent light source, in the presence of noise, and assuming only a moderate
efficiency of wavefront shaping. First, the fiber is calibrated in its current con-
figuration as described in detail in the Methods section. As a result, Alice and
only Alice has information about the phase masks required for focusing light at
the different positions on the fiber output facet and Bob and only Bob knows
the positions corresponding to a particular symbol. The set of special superpo-
sitions of fiber modes that lead to light focused at desired points on Bob’s side
for a particular fiber configuration we will call basis. In our experiments, we use
a fiber with an approximate number of 1500 modes (N = 1500, see section 6.3)
and the alphanumeric: 36-dimensional alphabet consisting of A-Z + 0-9 (case
insensitive) symbols. The symbols are encoded into 36 different positions on
the fiber output facet, as presented in faint green circles in Fig. 6.2(a). In the
first set of experiments, we emulate the perfect single-photon source by taking
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Figure 6.1 Schematic representation of the setup. Alice encodes a symbol by
coupling light with an appropriate phase pattern to a multimode fiber. Bob re-
ceives a signal focused at a particular position on the fiber output facet (see ‘Full
field” on Bob’s part). Bob can reconstruct the position even with a single detected
photon (see ‘Single photons” on Bob’s part). With mirror M2 Eve can tap off the
signal in the middle of the fiber. However, due to the mode-mixing nature of
the multimode fiber, her intensity distribution is a complex interference pattern
(see ‘Full field” on Eve’s part). The positions of her photon detections are nearly
random and vary even for different realizations of the same symbol (see ‘Single
photons’ on Eve’s part). As a result, Eve cannot reconstruct the symbol that Al-
ice sent. Abbreviations: MM fiber, multimode fiber; DMD, digital micromirror
device; SM fiber, single mode fiber; M, mirror; L, lens; Obj, objective; P, pinhole;
C, collimator; Cam, camera.
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into account only the frames with single-photon detection events. Snapshots of
the spatial distributions of photons measured by Bob and by Eve are presented
in Fig. 6.2(a) and 6.2(b), respectively. For clarity, we show frames which corre-
spond to the fidelity of wavefront shaping a? = 0.6 (for the definition of fidelity
see section 6.3) and for only two different symbols sent by Alice by open and
filled dots. Different colors represent 10 different repetitions of each of the two
symbols. The dashed line shows the fiber core edge. In contrast to Eve, Bob
clearly sees the correlation between different realizations of the same symbol. In
case of a perfect single-photon light source, the probability for Bob to detect the
photon in the correct position is equal to the fidelity of wavefront shaping that,
as was shown before, can experimentally reach a theoretical maximum of 7r/4
for phase-only wavefront shaping [152]. In contrast, different realizations of the
same field pattern hardly correlate to each other on Eve’s side (see Fig. 6.2(b)).

In the second set of experiments, we characterize the communication between
Alice and Bob for low-fidelity wavefront shaping, > = 0.1 (see the Methods
section), and weak coherent light source with an average number of photons
per pulse 71, starting from 2. Alice sends each of the 36 symbols 200 times in
random order. Each time Bob reads the signal on the fiber output and estimates
what symbol was sent. In real life Bob cannot obtain all information that was
sent because the fidelity of phase-only wavefront shaping is smaller than unity
and because of other imperfections. He can use two main strategies. In the
first strategy, Bob compares the number of photons in different predefined areas
and chooses the one with the highest intensity. In the second strategy, Bob
selects only those transmissions for which he is very sure what symbol was sent
by accepting only the symbols with at least as many photons as a particular
threshold. Whenever Bob has more information than Eve, the few-percent error
rate can be corrected down to the standard 10~° during the (classical) error
correction step of the protocol [25].

We investigate the percentage of the correct reading and the rejection ratio
for two different thresholds. Then we repeat the whole procedure for a dif-
ferent average number of photons per pulse. The results averaged over all 36
symbols are presented in Fig. 6.2(c), where the probability p to detect the cor-
rect symbol versus the average number of photons in a pulse, 7, is plotted
for different strategies of Bob: black, no threshold; red, two-photon threshold
and blue, three-photon threshold. Dots represent the experimentally measured
data. The black line shows the theoretical prediction from the following formula
p=e My [F(k- 1)]5_1 Ak /!, where F(k) = e~ YK AL/1is the cumula-
tive distribution function of the Poisson distribution, A is the average number
of photons at the “correct” position, A, is the average number of photons at
the “wrong” position and S is the total number of symbols. Values A1 = 0.17,
and A, = 0.0057, were extracted from the experimental data. The blue and
red lines represent the results of simulations of Bob’s probability for a thresh-
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Figure 6.2 Experimental demonstration of secure communication. (a), (b).
Snapshots of the spatial distributions of photons measured by Bob (a) and by Eve
(b) in case of a perfect single-photon source and a fidelity of wavefront shaping
a? = 0.6. The open and filled dots correspond to two different symbols sent by
Alice. Different colors represent 10 different repetitions of each of the symbols.
The dashed line indicates the fiber core edge. Faint green circles on Bob’s facet
represent the symbol areas. In contrast to the photon distribution measured by
Eve, Bob clearly sees the correlation between different realizations of the same
symbol. (c). The measured probability of Bob to detect the correct symbol ver-
sus the average number of photons in a pulse for a?> = 0.1, weak coherent light
source and different strategies: Bob uses no threshold (black); Bob accepts only
symbols that have been triggered by two or more photons (red) and three or
more photons (blue). Vertical error bars represent the standard deviation after
averaging over 36 symbols. Solid lines show the theoretical calculations of the
probabilities as described in the main text. (d). The rejection ratio for a threshold
of 2 photons (red bars) and 3 photons (blue bars) versus the average number of
detected photons in a pulse. The width of the bars corresponds to the standard
deviations of the number of photons in a pulse and increases according to a
Poisson distribution.
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old of 2 photons and 3 photons, respectively. Although even in the case of low
fidelity of wavefront shaping (> = 0.1) and no threshold, the probability of
reading the correct answer is significant, it dramatically increases for strategies
with a threshold. The downside is that Bob needs to reject all symbols below
the threshold. Good agreement between experimental results and calculations
allows us to use the theory to predict probabilities for different parameters of
wavefront shaping. The rejection rates are also carefully analyzed and presented
in Fig. 6.2 (d) for a threshold of 2 photons (red bars) and 3 photons (blue bars).
The width of the bars corresponds to the standard deviation of the number of
photons in a pulse and increases according to the Poisson distribution. As a
result, Bob can read information with an error rate close to zero.

6.2.2 Security with a single-photon light source

Let us assume that the eavesdropper can tap off the signal somewhere in the
middle of the fiber. In contrast to Bob, Eve does not have preliminary informa-
tion about which field distributions correspond to what symbol. She needs to
analyze the complicated field pattern created by the interference of numerous
fiber-guided modes. Moreover, low-photon realizations provide insufficient in-
formation about the field structure, making it impossible to reconstruct the full
propagating field. Single-photon measurements in a wrong basis provide infor-
mation neither about the correct symbol nor about the correct basis. There are
numerous possible bases and Alice and Bob do not need to switch basis. Re-
markably, the method can remain secure even if we assume that Eve knows the
basis, if we continue to assume that Eve cannot build a passive optical device that
projects the S wavefronts to S single-photon detectors. In this scenario, where
Eve is somehow able to fully characterize the fibers between Alice and Eve and
Eve and Bob before the start of the transmission, she can only retrieve a fraction
of the information that was sent by taking snapshots of the complex wavefronts
in the fiber. In the Methods section, we derive a strict upper limit for the amount
of information that Eve can gain in that case as (Hg) = (1 — )/In2 ~ 0.61 bit
per transmitted symbol regardless of the number of symbols or the number of
modes, where 7 is the Euler constant. Under the same conditions, Bob at maxi-
mum can have Hg(S) = log,(S) ~ 5.2 bit of information per transmitted symbol
for S = 36 symbols. As a result, (Hr) < Hp, guaranteeing the security of the
method.

6.2.3 Security with a weak coherent light source

If rather than single photons, weak coherent light is used, phase measurements
are possible, in principle. The fundamental limit of the best possible fidelity
with which Eve can measure the wavefront with a low photon budget is de-
termined by the following expression: p = {7,/ (7, + 2N )}0‘5, where 7, is the
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average number of photons per pulse sent by Alice and N the number of fiber-
guided modes (see the section 6.3). When Eve attempts to measure the field,
estimates the symbol and re-sends the field to Bob, the intensity in the cor-
rect position on Bob’s side will scale by 2, according to the definition of the
fidelity [160]. This intervention will, hence, be easily detected by Bob. We cal-
culate Bob’s probability to read the correct symbol after Eve’s interruption by
using the theory described in the previous section. The results are presented in
Fig. 6.3(a), where solid lines show the probability without Eve’s measurements
and the dashed lines show the probability after Eve intercepts all photons and
re-sends the measured field. Different colors correspond to different wavefront
shaping efficiencies: blue, a? =0.1; green, a? = 0.3 and red, a?> = 0.5. We see a
huge drop in probability to detect the correct symbol in case of Eve’s measure-
ments, which can be clearly seen by Bob. This strategy hence won't allow Eve to
intercept the complete signal without being detected immediately.
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Figure 6.3 Security analysis for weak coherent light source if Eve does not
know the optical transmission matrix of the fiber. (a). Bob’s probability to read
the correct symbol without Eve’s intervention (solid lines) and after Eve inter-
cepts all photons and re-sends the measured field (dashed lines) for different
efficiency of wavefront shaping a?> = 0.1 (blue lines); a> = 0.3 (green lines) and
a? = 0.6 (red lines). We see that this strategy does not allow Eve to intercept the
complete signal without being detected immediately. (b). Length of the message
(in kilobyte) that can be securely transferred from Alice to Bob before Eve can
collect enough information, theoretically, to reconstruct the basis depending on
the total number of symbols and the fidelity of wavefront shaping in case 7, of
weak coherent light source is much less than the number of modes.

Eve can adopt another strategy in which she intercepts so little that it will
be hard to detect. We assume that for low (relative to N) photon number, as
implied by p? < 1, a deviation An of more than one photon can be detected by
Bob. In that case, we calculate (see section 6.3) the amount of information in bits
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I that can be safely transferred through the quantum channel with weak coherent
light as a function of the quality of wavefront shaping (#?) and the number of
symbol used (S): I = (1+ 2a42N)%>Slog, S. The results are present in Fig. 6.3
(b). By increasing the fidelity of wavefront shaping and the number of symbols,
we significantly increase the information which can be safely transferred in one
single basis. It is important to highlight that we assumed the ideal case of Eve
having infinite computational power to correctly distinguish all symbols. In
practice, this is a complicated cluster-analysis task that may require significantly
more information to reconstruct the basis correctly.

As long as Eve does not know the basis, the communication scheme for a
low photon number (82 < 1) remains secure. It is amazing that — under some
conditions — the method remains secure even if Eve gained the knowledge of
the full field transmission matrix. Again, we assume that Eve cannot build a
passive optical device that projects the S different wavefronts onto S detectors.
We calculate the amount of information per transmitted symbol that Eve can
retrieve at best for N = 1500 fiber modes and S = 36 symbols. The results
are present in Fig. 6.4 (a) where the blue line represents the exact upper limit
(evaluated through a numerical integration method) and the red line represents
a simple closed-form analytical upper limit (see the Methods section for the
details). We see that Hr is below the maximum entropy achievable by Bob
(log, S) even when the average number of photons exceeds one. We analyzed
the parameters (see the Methods section for the details) for which the amount
of information per photon gained by Bob in imperfect conditions becomes more
than the theoretically possible maximum of information gained by Eve even if
she knows the basis (the green side in Fig. 6.4(b)). We see that even in the
case where Eve has all possible information about the transmission channels
and about the choice of symbols, our method is still secure provided that the
number of symbols and wavefront shaping fidelity are high enough.

6.3 Methods

6.3.1 Experimental setup

Alice uses the continuous-wave linearly polarized output of a He-Ne laser with
a wavelength of 633 nm (see Fig. 6.1 ‘Alice’). An attenuator based on neutral
density filters in combination with a half-wave plate and a polarized beam split-
ter is used to reduce the power to the desired level. A single-mode fiber is used
to clean the laser mode and to expand the laser beam in order to match the
surface of a spatial light modulator. To control the spatial phase of the coupled
light with high speed, Alice uses a 1920 x 1200 Vialux V4100 digital micromirror
device (DMD). The lenses L1 and L2 are placed in a 4f-configuration to image
the phase mask on the back focal plane of a coupling objective. A pinhole in
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Figure 6.4 Security analysis for weak coherent light source in the scenario
where Eve is assumed to know the exact optical transmission matrix of the
fiber. (a). Entropy per transmitted symbol gained by Eve for N = 1500 fiber
modes and S = 36 symbols. The connected blue dots represent the exact en-
tropy function (evaluated through a numerical integration method) and the red
line is a closed form expression that gives a simple upper limit (see Methods sec-
tion). The result is independent of the wavefront shaping fidelity. (b). Parameter
space (wavefront shaping fidelity and number of symbols) for which the amount
of information gained by Bob per single photon under imperfect conditions is
higher (green side) or lower (red side) than the theoretically possible maximum
of information gained by Eve, assuming she knows the used basis.
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the Fourier plane blocks all the diffraction orders except the 1st, which encodes
the desired spatial phase distribution. An objective with NA = 0.4 (Olympus) is
used to couple light into a conventional step-index multimode fiber (Thorlabs,
FG050UGA) with a silica core of d; = 50 ym diameter and NA = 0.22. Such a
fiber has a normalized frequency V = md:NA/A ~ 55 for our laser wavelength,
A = 633 nm, and sustains approximately N = 1500 guided modes [148]. The
part of the experimental setup described above belongs to Alice and allows en-
coding the desired symbol with a speed of up to 10 kHz. The multimode fiber
serves as a quantum channel to deliver symbols to Bob in such a way that any-
one who wants to listen to the communication at any arbitrary position along
the fiber fails. We mimic the situation when Eve has access to the fiber without
Alice and Bob knowing so, dividing the quantum channel into two parts. Each
piece of the multimode fiber is 3 meters long. Eve’s part of the setup includes
two objectives (Olympus, NA = 0.4) served to close a gap between two pieces
of fiber and to image fiber output on her camera (see Fig. 6.1 ‘Eve’). Bob’s part
of the setup includes one objective (Olympus, NA = 0.4) to image the fiber out-
put on the camera (see Fig. 6.1 ‘Bob’). Bob and Eve use a high-sensitive ICCD
camera to detect the single-photon events (see ‘Image processing” section). As a
result, light can follow two potential pathways: first without mirror M2 through
the both fibers (Bob’s pathway) and second through mirror M2 through only the
first fiber (Eve’s pathway). During the calibration and characterization of Bob’s
part we use the first pathway and during the characterization of Eve’s part we
use the second pathway.

6.3.2 Calibration and wavefront shaping procedure

The complex wavefront-shaping algorithm to create a focused laser spot on the
fiber output facet without information about the configuration of the fiber is as
follows. We use the DMD to control the spatial phase profile of light at the fiber
output facet. Each mirror of the DMD can be set to two different tilt angles.
By controlling the tilt of every mirror, 2D binary blazed gratings can be created.
With an appropriately tilted input light field, the diffracted light propagates
along the normal of the DMD surface (see Fig. 6.1 ‘Alice’). An unoptimized
plane wave that is incident on the fiber input gives rise to a speckle pattern on
the output fiber facet. The Lee amplitude holography method is used to create
the focused spot at the output. The DMD area of 510 x 510 pixels covered by an
expanded laser beam is divided into 34 x 34 segments. Each segment consists of
15 x 15 micromirrors. Alice modulates the phase of each segment by shifting the
grating pattern over 277 in three steps in a random order. In total 3468 different
phase masks were used. The security of the wavefront-shaping procedure is
based on the same arguments as that of the security the quantum communication
after completion of the wavefront shaping: the no-cloning theorem forbids an
attacker to fully characterize the light pulse containing fewer photons than the
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number of fiber modes and scrambled by the multimode fiber. To guarantee the
security of the wavefront shaping procedure, each pulse Alice sends contains
only 80 £ 30 photons. In our experiments, 50 randomly-ordered repetitions of
each phase profile are used. Bob measures the intensity in S = 36 points on the
fiber output facet for each phase pattern and sends this information back to Alice
via a classical channel. In our experiments, a grid of 6 x 6 points with 3.2 ym
step size on the fiber output is used. However, the position of the symbols is not
restricted and can be selected randomly. Alice recalculates the phase patterns
leading to the highest intensity in each of 36 spots on the fiber output. The
time required for the optimization procedure is 3 minutes and limited by the
frame rate of the camera we used. We have characterized the fidelity (efficiency)
of the wavefront shaping by the parameter a? = Pr/ Py, where Py is the power
in the focus area with a center corresponding to that of the focal spot and a
diameter equal to the FWHM of the Gaussian spot. Py is the total power on
the fiber output, which is not changed by wavefront shaping. In the presented
experiments, a® is 10%. In our experimental setup, the fidelity was limited by
Eve’s interception part in the transmission line (see Figure 6.1). In practice,
an uninterrupted fiber should be used. For such fibers, a fidelity of 77/4 was
reported experimentally for phase-only wavefront shaping [152].

6.3.3 Image processing

The signal was recorded by a HiCAM 5000 High-speed Intensified Camera
(Lambert Instruments, the Netherlands) with 512 x 512 pixels and a speed of
5000 fps. To keep well-defined sensitivity, the incident photon flux is restricted
to not exceed 5 detection events per frame on average. To investigate the param-
eters of secure communication with a higher number of photons, we summed
up the required number of frames measured in the same conditions. As a result,
an event with two or more photons at one point can be easily detected. The
noise level was 3.3%.

6.3.4 Information gained by Bob

We assume that Bob has S detectors, where S < N. The maximum amount of
information that Bob can read out per received photon is Hg = log,(S). In case
of S = 36 symbols this maximum value is Hp ~ 5.2 bit of information. However,
for a real-life situation, the fidelity of wavefront shaping will not be unity. The
information Bob can get is in this scenario can be calculated as

Hp = H(B) — H(B|S), (6.1)

where H(B) is the entropy of the received alphabet, H(B|S) the conditional
entropy at the receiver side under the condition alphabet S was sent. In further
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calculations we consider the single photon case. The probability of getting a
click on detector b in a case a random unknown symbol is sent is
a2 1—a?
P(b) = — ,
() =%+
where N is the number of modes, S is the number of symbols, and a? is the
fidelity of the wavefront shaping. The total entropy, given that there was a click
on one of the detectors is

(6.2)

S 2 1— 2 2 1— 2
H(B) = —b;p(b) log, P(b) = —$ (”; + N’") log, ("; + N“ ) . (63)

Now we calculate the conditional entropy H(B|S), which is the amount of
information that is needed to describe measurement outcome B given that the
symbol S = s is known. The probability of getting a click on detector b, given
that symbol s was sent is

1—a2
N

P(b|S =s) = a®y, + (6.4)

As a result, the conditional entropy is

018) = ~(5-1) (157 o (1) - (157 o (157
(6.5)

Using equations (6.1), (6.3) and (6.5) we find the information Bob can get per
single photon detection in case of non-perfect wavefront shaping is

a2 1—a? a2 1—a2
HB——S<S+N>log2<S+ N )—i— (6.6)

1— 2 1— 2 1— 2 1— 2
+(S—1)< le>10g2( Na>+(zx2 N(X>log2(zx2 le).

This value was used to analyse the parameters for which the amount of in-
formation per photon gained by Bob in imperfect conditions becomes more than
the theoretically possible maximum of information gained by Eve.

6.3.5 Attacker model

We aim at proving security of our multimode-fiber-based method of communi-
cation. In particular, we give security bounds in the case where Eve’s attack on
the quantum channel is not restricted. We consider the following classification
of attacker models, according to the security review by Scarani et al. [26]
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We analyze individual attacks and their essential subfamily, the intercept-resend
attacks. As the name indicates, in this class of attacks, Eve intercepts the signal
somewhere on its way from Alice to Bob, performs a measurement on it, and
prepares a new signal that she sends to Bob (see Fig. 6.1). The part of the fiber
controlled by Bob is inaccessible to Eve.

Collective attacks, which imply that Eve keeps data in a quantum memory
until the end of the classical post processing, are, fortunately, not applicable
for our method. The great advantage of the multimode-fiber-based method is
that it doesn’t require a quantum key sifting step or any other classical post
processing. General attacks, includes many possible variations and cannot be
efficiently parametrized. Nevertheless, bounds for unconditional security have
been found in many cases and in all these cases, it turns out that the bound is
the same as for collective attacks [26].

Hacking attacks are related to the weaknesses of a practical implementation.
The best-known example is the family of Trojan horse attacks, in which Eve probes
the settings of Alice’s and/or Bob’s devices by sending some light into the sys-
tem and register the reflected signal. However, in the setup where light goes
only one way, the solution against Trojan horse attacks consists in using an optical
isolator [26], which can be easily implemented in our setup.

We identify a new family of attacks based on the specific nature of our
method: Making a functional physical copy of the MMF fiber, including the part
controlled by Bob or -equivalently- a passive optical device that emulates the fiber.
This requires precise replication of the combined effect of all bendings, inho-
mogeneities, temperature profile, etc. of a long multimode fiber. We assume
that this is not possible with current technologies. To enhance the situation,
the multimode fiber can be easily combined with a proven Physical Unclonable
Function based on multiple-scattering media [161-163]. In the following secu-
rity analysis the losses of the fiber are not considered. In the presence of loss
an eavesdropper could exploit them by wiretapping the fiber immediately after
leaving Alice’s control. We expect that this case can be taken into account in a
more refined analysis.

6.3.6 Security analysis for a single-photon Fock state

We assume that Alice uses a perfect single-photon source to send symbols and
Eve can read the signal somewhere in the middle of the fiber, potentially close
to Alice or close to Bob. We further assume that Eve cannot reproduce a real
multimode fiber or build an ideal mode sorter (i.e., an optical system that com-
pletely reproduces the fiber between Eve and Bob without introducing signif-
icant losses). Additionally, since Alice sends a single photon, we assume that
Eve performs intensity measurements. We now consider the most pessimistic
scenario where Eve knows the basis: what field arrives at pixel e of her detector
when Alice sends a given symbol s. Let’s call this the field transmission function
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tes. Neglecting losses and assuming Eve has a perfect detector (with N pixels,
where N is the number of modes in the fiber), she will get exactly one click on
one pixel of her detector for each symbol that is sent. We are now interested in
calculating how much information Eve obtains by recording this single photon.
The maximum amount of information that Eve can get is

Hp = H(E) — H(E|S) 6.7)

Here, the entropy H(E) is the amount of information that is needed to de-
scribe a measurement outcome E and the conditional entropy H(E|S) is the
amount of information that is needed to describe this outcome when it is known
which symbol S was sent. By Bayes’ rule for conditional entropy, the difference
between the two entropies Hf is the maximum amount of information that Eve
can possibly gain. We are now left with the task of calculating the conditional
entropy given that the symbol S = s is known.

N
H(E|S =s) = —)_P(e|s)log, P(els), (6.8)

e
with P(e|s) = |t.s|* the probability for a photon sent as symbol s to arrive at
pixel e. Since there are no losses, Y \fes|2 = 1. The exact value of H(E|S = s)
depends on the unknown, random transmission matrix elements and, therefore,
is impossible to predict in advance. However, we can readily find the ensem-
ble averaged value (H(E|S = s)), i.e., the conditional entropy averaged over all
possible random transmission matrices of the fiber. To do so, we assume that

<|tes|2> = 1/N and that the elements |f,s|* are drawn from independent expo-
nential distributions. In the case of a large number of modes N, the distribution
of |tes|? equals P(tes|*) = N exp (— |tes|* N ) To calculate the expected value for

H(E|S = s), we average over realizations of disorder. Substituting yes = |tes|* N
we can write

1Y e s
(H(E|S =5s)) = N Z/o exp(—Yes)Ves log, (yﬁ) AYes. (6.9)

Since the distribution of y does not depend on s or ¢, we can omit averaging
over all N symbols

(H(EIS)) = - /O exp(—y)y(log, y —log, N)dy = log, N — /0 exp(—y)y log, ydy.
(6.10)
This integral evaluates to

(H(E|S)) = log, N — 11;727 (6.11)
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with the Euler constant y ~ 0.577216. Using equation (6.1) we finally find

1—
(Hp) = TJ ~ 0.61bit. (6.12)

Hence, Eve gains only 0.61 bit of information per transmitted symbol at best,
regardless of the number of symbols or modes even in the extreme case when she
knows the exact basis. Under the same conditions, Bob will have at maximum
Hg(S) = log,(S) ~ 5.2 bit of information per transmitted symbol for 36 symbols.
As aresult, (Hg) < Hp, guaranteeing the security of the method.

6.3.7 Security analysis for coherent state — intensity measure-
ment

From the derivation above it directly follows that Eve can gain a maximum of
0.61 bit of information if she records a single photon, regardless if this photon
originated from a Fock state or a coherent state. Consequently, when Eve per-
forms an intensity measurement on a coherent state, she can gain a maximum
of 0.61 bit of information per recorded photon. Since there will be some degree
of mutual information between these photons, the 0.61 bit per photon is a strict
upper limit.

6.3.8 Security analysis for coherent state — field measurement,
unknown basis

In the case that Alice sends a low-intensity coherent state, Eve may be able to
set up a local oscillator reference and perform an interferometric measurement
to measure the optical field at the interception point. Here we assume that Eve
doesn’t know the basis (see ‘Calibration and wavefront shaping procedure’ sec-
tion.). The fundamental limit of the best possible fidelity 8 with which Eve can
measure the wavefront with low photon budget in case of weak coherent light
source is determined by the following expression [160]: B = {7,/ (7, + 2N )},
where 71, is the average number of photons per pulse sent by Alice and N the
number of fiber-guided modes. The factor 2 appears due to the complicated
structure of the fiber-guided modes that mostly include two orthogonal polar-
izations and consequently requiring two measurements to be done. When Eve
attempts to measure the field, estimates the symbol and re-sends the field to
Bob, the intensity in the correct position on Bob’s side will scale by 2, accord-
ing to the definition of the fidelity [160]. This intervention will, hence, be easily
detected by Bob, as described in the main text.

Eve can adopt another strategy in which she intercepts so little that it will
be hard to detect. The difference An in the correct symbol photon number on
Bob’s side after Eve tapped off and re-sent 7i¢ photons is An = a7 (1 — p%). We
assume that for low photon number > < 1 and that a deviation An of more
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than one photon can be detected by Bob. Consequently, to be undetected, Eve
should use on average less than 1/a? photons from each pulse. The fraction
of the information that Eve receives from such a measurement is equal to the
fidelity B = (1 +2a?N)~%°. The message length that Eve should accumulate
before she can theoretically collect the full information about the current basis is
L = S/B. As long as Eve does not know the basis, the communication scheme
stays secure.

6.3.9 Security analysis for coherent state — field measurement,
known basis

In the following, we again assume that Eve has somehow gained the knowledge
of the full field transmission matrix t.s (which is an extremely pessimistic and
unlikely scenario) to find a strict upper limit to the amount of information that
Eve can retrieve. We assume that Eve is somehow able to record the field in
each of the fiber modes independently, e.g., by a homodyning technique. The
accuracy of these measurements will be limited by shot noise in the reference.
When Alice sends a symbol s with field amplitude y, at Eve’s side the field in
mode e equals E, = put,;. However, due to shot noise, Eve will actually measure
(EEve), = ptes + &, with & a noise term with ¢, = 0 and |&.|2 = 1 photon, where
* indicates averaging over measurements [160].

We now proceed to calculate the amount of information that Eve gains by do-
ing this measurement. Eve can first project her measurement of the field at the
fiber output Ef,.on the basis of symbols by simply multiplying with t,;!. When
all modes of the fiber are used (S = N) and the fiber is lossless, f¢s is unitary. Af-
ter performing the transform, Eve will have found the vector E = t:fsE Eve, Where
each element in E corresponds to a symbol. Averaged over measurements we
find E = us, where yi; is a vector a value of y at index s, and zero everywhere
else. Importantly, since the transform is unitary and the noise in different com-
ponents of Er,, is uncorrelated, after transformation the noise on each element
of E will have the same statistics as before: i.e., the noise term has a complex
Gaussian distribution with |Z.|2 = 1 photon. When S < N, it is still possible to
define a unitary matrix t.s that maps all possible symbols to the first S indices of
E and maps all unused state to the remaining indexes. Eve can simply discard
the values at these remaining indices since they will never contain any informa-
tion. Therefore, below we consider E to be a vector of length S. When Alice
sends symbol S = s, the transformed vector E is drawn from the probability
density function

e 1E=ps|?
P(E|S =5s) = — s (6.13)
The differential entropy of this complex multivariate normal distribution is

given by H(E|S = s) = Slog, 1+ S/In(2). We need to compare this value to the
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entropy for the case that it is not known what symbol was sent. In this case, the
probability density equals

1 S, o IE—us|l?

P(E) = 5 S; e (6.14)

Unfortunately, there is no known closed form expression for the entropy of

such a Gaussian mixture [163]. Therefore, we use a Monte Carlo approach to cal-

culate the entropy of equation (6.8) numerically (see Figure 6.3(c)). Additionally,

it is straightforward to derive an upper limit for the entropy. First, we realize

that the real parts of the components of E all have a mean value of y/Sand a
variance of

1 S—1/u\2 1 N2 1 uA(S-1)
it (5) rsl-g) =2t 619

The imaginary parts have a mean of 0 and a variance of 1/2. The maximum
entropy distribution for a given variance is Gaussian. Therefore, our distribution
(see equation (6.14)) must have a lower entropy than a Gaussian with the same
variance. The differential entropy for this Gaussian is simply given by

H(E)upper = %log2(|27re2|) = Slog, ™+ 111?2) + ;log2 <(1 +2;42 (Ssz 1))

(6.16)

with ¥ the covariance matrix, which is diagonal in our case. Half of the

diagonal elements are 1/2 + u?(S — 1)/S? (for the real parts), the rest (for the

imaginary parts) is 1/2, so [2rteX| = (7te)® (rre(1 + 2u%(S — 1)S~2))". The upper

limit for the entropy gained by Eve follows by subtracting H(E|S = s), and also

realizing that Eve cannot collect more information than what is being sent by
Alice.

Hr < min [i log, <1 + 2;4285_21> ,log, S} . (6.17)

As long as, Hp < Hp the method remains secure even in the extreme case of
a weak coherent light source with more than 1 photon per pulse in a non-secret
basis.

6.4 Conclusion

We demonstrated a new type of quantum communication method based on en-
coding secure information into photons decomposed over guided modes of a
multimode fiber by using wavefront shaping. Unique properties of the method
we introduced here allow data to be transferred in a deterministic manner and
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remove the necessity of a quantum key sifting step while simultaneously pre-
venting Eve to access the secure information; Bob can decode the information
instantaneously during the communication. As we have shown in the previous
section, the method guarantees the security of the transferred information if a
single-photon source is used. As a result, we can use the quantum channel for
direct communication, realizing a completely new QSDC scheme.

We demonstrated that even for weak coherent light with a low (relative to
the number of modes) photon number, our quantum communication scheme
remains secure if the length of the message transmitted with the same fiber con-
figuration doesn’t allow Eve to gain the knowledge of the full field transmission
matrix. We have shown that even in the extreme case when the exact optical
transmission matrix of the fiber is known to Eve, the method remains secure if
the average number of photons is low enough.

In our experiments, the bit rate was limited by the speed of the camera.
With very fast cameras or APD arrays, the limitation of the proposed method
might be the speed at which phase masks can be changed. Digital micromirror
device together with the high-dimensionality of the used alphabet (log, 36 =
5.2 bit per pulse) gives rise to a secure bitrate up to 118 kbps. The bit rate
can be increased twofold without any changes in the setup and equipment by
increasing the number of symbols [134]. Further improvements can be made by
increasing the number of guided modes of the multimode fiber. Commercially
available multimode fibers support up to 3 - 10° modes, which is 2000 times more
than we used in the present experiments. Such a fiber correspondently allows to
increase the dimensionality of the quantum channel and consequently the level
of security.

To summarize, we propose and implement a new quantum communication
method that is based on high-dimensional spatial encoding through a multi-
mode fiber and that can be used both for Quantum Key Distribution and for
Quantum Secure Direct Communication. The method is secure with coherent
light even when several photons per symbol are used. Moreover, the method
requires only a simple practical setup, which can be naturally extended to long
distances.






7 Comparison of Quantum
Communication Methods

In this chapter we review several quantum cryptography and quantum authen-
tication protocols. We compare them by their security assumptions, their re-
quirements on the quantum channel and the public channel, as well as on the
dimensionality of their Hilbert spaces.

7.1 Introduction

Quantum information theory has enriched computer science with new crypto-
graphic concepts, quantum algorithms that achieve spectacular speedups and
with alternative interpretations of known phenomena. Relevant principles are
the quantum no-cloning theorem [16] and quantum entanglement [20]. Rela-
tively recent is the combination of Physical Unclonable Functions (PUFs) [62] as
a security primitive with Quantum Readout (QR) [164] to achieve what is called
Quantum-Secure Authentication (QSA) [61, 165, 166]. Another concept, which
seems completely unrelated to the principles mentioned above is Quantum Data
Locking (QDL), put forward by DiVincenzo et al. [111]. QDL is the notion that
in quantum information it is possible to have a bipartite quantum state which
contains a large locked classical correlation which gets unlocked by a dispro-
portionately small amount of classical communication. In this chapter, we will
review Quantum-Secure Authentication and Quantum Data Locking and related
quantum security protocols such as Quantum Key Distribution (QKD), in par-
ticular the BB84 protocol [13], Quantum-Secure Direct Communication (QSDC)
[141], the recently proposed PUK-Enabled Asymmetric Communication (PEAC)
[167] as well as Multimode Fiber Communication (MMFC) [137] and compare
them from the information-theoretical perspective.

7.2 Quantum-Secure Authentication

Quantum-Secure Authentication is a method to authenticate optical PUFs by
Quantum Readout. The method is illustrated in Fig. 7.1. The optical properties
of the PUF are allowed to be publicly known. Fig. 7.1 represents an idealized
case in which losses are neglected. The wavefront of a single-photon plane-
wave light pulse is phase-modulated with a complex two-dimensional challenge
pattern by a spatial light modulator (SLM1). The challenge is randomly chosen
from a high-dimensional vector space. It is sent to the PUF, which is a multiple-
scattering sample with a unique microstructure which is unfeasible to copy. The

Parts of this chapter are based on: T. B. H. Tentrup, R. Uppu, B. Skori¢, A. P. Mosk, and P. W. H.
Pinkse, "Quantum-Secure Authentication vs Quantum Data Locking," in preparation.
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response wavefront is analysed by sending it to SLM2, which is pre-programmed
with a phase pattern that is the conjugate of the expected response, resulting in
a plane wave that is focused on the single-spatial-mode optical detector. The
single photon will lead to a detector click signaling the authenticity of the PUF.
The wrong response, e.g., caused by a fake PUF, will not focus down to the
detector and no photodetection click will occur.

challenge response
11)
I - I 1)
|1) i !] E] i
] ] Single
SLM1 SLM2 photon
detector

Figure 7.1 Schematic of Quantum-Secure Authentication [61] in the ideal case
of a single photon and no losses. The challenge is formed by a plane-wave
single-photon light pulse that is spatially shaped by SLM1, and sent to a Physical
Unclonable Function (PUF) where it multiple scatters. The returned light is
decoded by SLM2 and - in the case of the expected response — focused down on
a single-mode single-photon detector.

The security of QSA depends on the technological infeasibility of cloning the
PUF behavior. This "unclonability" is finding its way into optical security at an
accelerating pace [168]. QSA is unconditionally secure against attempts to de-
termine the challenge and then compute or look-up the corresponding response.
The challenge space should be as large as possible and each challenge should be
chosen randomly to minimize the chance of an attacker guessing the challenge.
In a realistic scenario there are losses, but this can be compensated by using more
light. It has been shown that QSA is secure if the number of photons in the chal-
lenge is smaller than the number of spatial channels in the wavefronts [165, 166].
A real-life implementation should also contain detectors measuring the amount
of light falling outside of the single-mode detector to prevent blinding attacks
and should of course prevent an attacker from reading out the state of SLM1
and SLM2. QSA can also be used for the authentication of data in a protocol
called QSA-d [169]. In this protocol, repeated verifications of the QSA type take
place. In each cycle Bob, who wants to send a verified bit stream, presents one
of two PUFs, representing logical “0” and “1”, which Alice then verifies. Bob
may announce the bit stream beforehand over a classical channel, in which case
Alice knows exactly which of Bob’s PUFs to authenticate. On the other hand,
QSA-d can also be implemented without such announcement; then Alice has to
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configure SLM2 such that two foci are created, one for each of Bob’s PUFs. The
security of QSA-d is equivalent to that of QSA. In the following we want to focus
on the idealized situation. We analyse the information flow in QSA and other
quantum security protocols concerning in particular the dimensionality of the
used wavefronts and compare this to QDL.

7.3 Quantum Data Locking

The concept of quantum data locking was put forward in a paper by DiVincenzo
et al. [111]. In their paper, they discuss the classical mutual information I.(p4p)
of a quantum state p4p, which is defined as the maximal classical mutual in-
formation I(A : B) = H(pa) + H(pp) — H(pap) that can be obtained by local
measurements M4 ® Mp on state p4p. Here H is the entropy function and p 43,
04, pp are the probability distributions of the joint and individual outcomes of
performing the local measurement M4 ® Mg on pap. Moreover, I.(pap) corre-
sponds to the usual classical mutual information if p4p is completely classical.
The classical mutual information has the following properties:

1. Monotonicity. Since I.(pap) is a non-local property, it should not increase
by local operations.

2. Total proportionality. Starting from an uncorrelated state and using [
qubits or 2/ bit of communication and local operations, one should not
create more than 2[ bit of correlation.

3. Incremental proportionality. Transmission of | qubits or 2/ bit should not
increase the correlation of any initial state by more than 2 bit.

The surprising discovery by DiVicenzo et al. was that (3) incremental propor-
tionality can be violated for a quantum state. To illustrate QDL, DiVincenzo et
al. considered the situation depicted in Fig. 7.2. Alice chooses d = 2K, picks
a random K-bit string |k) and sends Bob |k) or Uc |k), where Uc is a unitary
transformation, depending on whether the random bit t = 0 or 1. Bob does not
know in which basis to measure the state he received from Alice. Assuming the
two possible basis choices are mutually unbiased, and assuming Bob randomly
picks a basis, he will choose the correct basis with 50% probability and there-
fore, on average gains K/2 bit of Shannon information. Of course, if he knows
the right basis, he will gain K bit of Shannon information. The single classical
bit of information therefore unlocks K/2 bit of information. The origin of this
violation of incremental proportionality is connected to the quantum no-cloning
theorem [16]: if the information sent by Alice would be classical, Bob can always
make one or several copies of |k), measure the state in all possible bases and
gain K bit of information. Recently Lum et al. realized this idea experimentally
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in what they called the “Quantum enigma machine” [110] using a single-photon
source and two SLMs.

Alice quantum Bob
—_ channel
Random K-bit string k)
Uelk)
T U — U 1)
|k) =101100010) Classical
| channel I
(t=0,1)

Figure 7.2 Quantum Data Locking. In the simplest example, exploited in the
“Quantum Enigma” [110], the dimensionality of the classical information is 2,
and Uy = I and U; = H. In this situation, a single bit of classical information
unlocks K /2 bit of information for Bob.

DiVincenzo et al. remarked that QDL is related to quantum key distribution
(QKD), in particular, BB84 [13], in which Alice holds a basis bit for each of Bob’s
qubits. The transmission of the locked state limits the classical correlation be-
tween Alice and an eavesdropper (Eve) and forbids her from tampering without
disturbance. The correlation is unlocked later by the classical communication
between Alice and Bob revealing their basis choices. Eve is detected if test bits
in the unlocked information are inconsistent. In other words, BB84 can be con-
sidered as a form of QDL in which one bit is sent for every bit to be unlocked,
and there is no extreme unlocking behavior as shown by the example of Fig.
7.2. Equivalently, Quantum Key Recycling (QKR) which permits re-use of keys
also possesses no extreme unlocking, as every key bit unlocks only one bit of
information [170, 171]. Key-free schemes such as Quantum Secure Direct Com-
munication (QSDC) usually rely on fragile quantum states (EPR pairs) where
two bits of information are retrieved upon receiving both photons of the EPR
pair by Bob [141]. However, loss of even one photon results in complete loss of
information. QSDC schemes utilizing block coding of information over multiple
single photons have also been proposed with < 1 bit transmitted per 100 sent
photons [144]. However, the security of the protocol is weaker than the conven-
tional QSDC schemes. Therefore, we restrict ourselves here to EPR-based QSDC.
In the following we compare the extreme data unlocking of QDL to QSA.

7.4 QSA in terms of QDL

The essence of QDL is incremental proportionality which can be violated in a
quantum state. However, QDL also triggers a discussion on the dimensionality
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of quantum states and the information contained in them. As discussed above,
DiVincenzo et al. looked at BB84 in this framework. Similar to QDL but in
contrast to BB84, QSA uses a high-dimensional quantum state. In the following
we analyse the analogy further.

. quantum

[1) Alice channel Bob
| 1
10 =—] o

\/Ri:l A Challenge |C) = U,|1x)

[+

IR) L1

Ur = (UpyplUc) ™!

Response Upyr|C)
r= [{1x|R)?

Figure 7.3 QSA in an abstract representation. The classical binary information,
i.e., the question if Bob’s key is authentic or not, is unlocked by the hidden infor-
mation which transformation U, that Alice used to form the challenge wavefront.

Consider the idealized schematic representation of QSA in Fig. 7.3, where
we ignore losses. Alice prepares a single photon in a high-dimensional state
|C) = Uc |1k), where

1 K
1x) = —= 1 | 1), 7.1
=g LT (7.1)
is the one-photon plain-wave input on the spatial modulator represented by
Uc, which here is a randomly chosen unitary transformation. The resulting
single-photon wavefront is sent to Bob’s PUF where it multiply-scatters in a
complex way that can be represented by the unitary transformation Upyr. The
response wavefront is transformed by Alice’s second spatial light modulator rep-
resented by Ugr = (Upyr Uc)~ L. The overlap of the thus-transformed wavefront
|R) with a single mode (corresponding to the plane wave focusing on the de-
tector) is determined and constitutes the scalar signal 0 < r < 1 that should be
larger than a preset threshold for successful authenticity flagging.

In terms of QDL, one can say that in QSA the binary classical information (”is
the physical key authentic”) is unlocked by a K-dimensional quantum challenge-
response check, which will contain log,(K) bit of information. Alice uses the
randomly but secretly chosen Uc, which contains K elements, as secret infor-
mation in addition to the publicly known Upyr, which is an K x K matrix. As
discussed above, in contrast to the case with the most extreme unlocking be-
havior, BB84 has a 1:1 ratio of secret and unlocked bits, i.e., its unlock ratio is
1. In this sense QSA has an even lower unlocking ratio, as in QSA as a high-
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dimensional challenge-response is used to unlock only a single bit. Note that the
“Quantum enigma machine” [110] can be used to build up a larger key from a
pre-shared secret by subsequentially encoding the basis choice of the next pho-
ton in the previous photon. In contrast to QSA, where all information of the
PUF is publicly known, in this protocol the unlocking classical bit must be kept
secret.

An interesting question is what the information content of the few-photon
challenge wavefront is. On the one hand, to describe it in detail, one needs to
know the phases and amplitudes of a large number (K, on the order of 10%) of
spatial modes. On the other hand, it contains only a few photons. In the ideal-
ized case of a single photon, the information content will be given by log, (K).
It was recently demonstrated experimentally that with modern technology one
can actually transfer more than 10 bit of information with a single photon [134].

7.5 PEAC and MMFC

PEAC is an asymmetric secure communication method using PUFs to add au-
thentication of the two communicating parties to a BB84-type protocol. Alice
sends few-photon wavefronts to focus light through a PUF onto one of two mul-
timode fibers. The used fibers are chosen large enough to accept distinct foci
originating from linearly independent incident wavefronts on their input facet.
This makes it possible to have two subsets of wavefronts coupling to the two
fibers. Hence, every superposition of a subset of these wavefronts will also cou-
ple to the fibers. The two multimode fibers are each connected to an avalanche
photodiode representing one bit. The bit value is given by the detector with
the larger count rate. The security of this communication method relies on the
hardness to distinguish two subsets of few-photon complex wavefronts and the
unclonability of PUFs. Only Bob can read the message with his PUF and no
classical channel is needed.

MMEC is described in detail in chapter 6. A multimode fiber is used as the
quantum channel between Alice and Bob. In multimode fibers the modes couple
to each other, which results in a scrambling of input wavefronts and a speckle
light image at the output facet. Wavefront shaping can undo this scrambling to
encode information in the spatial domain by writing distinct foci. This wavefront
shaping can be done with random wavefronts and only a few photons per wave-
front to minimize the information a wiretapping eavesdropper could gain. Bob
announces his photon number measurements at random positions of the output
facet to allow Alice to generate the wavefronts to focus in these areas. After that,
Alice and Bob share an alphabet with the focus positions on Bob’s detector be-
ing the symbols. Now Alice can send the message with few-photon wavefronts.
Since a wiretapping eavesdropper could sample the wavefronts over time, the
transmission matrices need to be changed after a certain number of photons,
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which can be realized by randomly pertubating the multimode fiber at Bob’s or
Alice’s end. The system needs to be characterized again by wavefront shaping. It
can be seen as a form of QDL, where the transmission matrix of the fiber unlocks
the information encoded in the wavefronts. Compared to PEAC, no PUF but a
multimode fiber is employed. The fiber can be altered by Alice and BOB. Where
in PEAC an attacker would have to distinguish two subsets of wavefronts, in
MMEC the attacker needs to distinguish a set of wavefronts, which also changes
before each wavefront shaping step.

7.6 Wider Comparison

1or auth q security data type Hilbert use of
2 channel transfer of key space di- classical channel
way mention
QKD 1 no uncond yes none 2 auth; qubit selection;
noise testing
QKR 1 no uncond yes symm 2 masked message
QDL 1 no Not applicable yes symm > 27 auth; unlocking
QSDC 2 no Uncond yes none 2or4 auth; noise testing
(no proof for
noisy channel)
QSA 2 yes PUF no PUF K~ 10° none
unclonability
QSA-d 2 yes PUF yes PUF K~ 10° full message
unclonability
PEAC 1 yes nonorthogonal yes PUF K~10° none
subspaces
MMEFC 1 no indistinguishable yes MMF K~10° auth; noise testing
wavefronts (non static)

Table 7.1 Comparison of Quantum Key Distribution (QKD), Quantum Key Re-
cycling (QKR), Quantum Data Locking (QDL), Quantum Secure Direct Com-
munication (QSDC), Quantum Secure Authentication (QSA), its data version
(QSA-d), PUK-Enabled Asymmetric Communication (PEAC) and Multimode
Fiber Communication (MMFC). We compare the directionality of the quantum
channel in the protocol, whether the quantum channel is authenticated, the se-
curity, whether the protocol can be used for data transfer, the type of key, the
dimensionality of the Hilbert space and finally the purpose/function of the clas-
sical channel. Note that in QSA, the PUF is the private key; the description of
the PUF is the public key. For QKD we consider BB84, a 6-state or similar qubit-
based protocol. QKD variants exist that have much less communication over the
classical channel. On the other hand, also high-dimensional QKD variants exist
[48, 49, 52, 55, 173].

Let us end by drawing the comparison a little further. Table 7.1 lists the main
properties of Quantum Key Distribution (QKD), Quantum Key Recycling (QKR),
Quantum Data Locking (QDL), Quantum Secure Direct Communication (QSDC),
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Quantum Secure Authentication (QSA), its data version (QSA-d), PUK-Enabled
Asymmetric Communication (PEAC) and Multimode Fiber Communication (MMEFC).
Concerning the directionality of the quantum channel, there is a clear distinc-
tion between QKD, QKR, QDL, PEAC and MMFC which all only use a one-way
quantum channel, and QSA, QSA-d and those QSDC schemes that use an EPR
pair which all use a two-way quantum channel. We remark that QKD, QKR,
QDSC and MMFC require some way to authenticate the classical communica-
tion channel. Usually this is done by symmetric cryptography, i.e., an a priori
shared secret is needed. On the other hand, QSA, QSA-d and PEAC provide
an authenticated quantum channel and as such require no further means of au-
thentication.

QSDC is the only protocol in the table that uses entanglement as a resource,
a feature shared with some QKD schemes, in particular those employed for
device-independent QKD [172]. The security of QKD, QKR and QSDC is uncon-
ditional, whereas QSA, (and QSA-d) is unconditionally secure against emulation
attacks, but relies on PUF unclonability. Unclonability depends on an estimate
of the attacker’s technological capabilities and therefore cannot be proven rig-
orously. PEAC relies on the hardness to distinguish two nonorthogonal subsets
of few-photon wavefronts, whereas it is the task to distinguish a periodically
changing set of wavefronts which makes MMFC secure. For QDL as a theoret-
ical concept to show incremental proportionality, security is not relevant. Since
QSA is an authentication method, there is no data transfer, but in its offspring
QSA-d there is. The table furthermore lists the dimensionality of the Hilbert
space in the various schemes considered and the use of the classical channel.

7.7 Conclusion

We have compared several quantum-security protocols in terms of dimensional-
ity of the Hilbert space, the security, type of key used, characteristic properties
of the classical and quantum channels. In particular, we point out that in QSA
a high-dimensional wavefront is used to securely unlock the information on the
authenticity of the physical key. One should, however, be aware of important
differences the various protocols: In QDL a receiver unlocks information using
classical information obtained from a sender. In QSA there is a verifier (Alice)
that authenticates a key in the possession of Bob. The large overhead in the
dimensionality of the employed wavefronts to answer a binary question (is the
PUF authentic?) here serves the purpose of making QSA secure against attacks
without relying on any stored secrets. In this context PEAC and MMEFC can
be seen as a communication extension of the ideas of QSA. Finally, we also re-
mark that QSA-d can be seen as a form of QSDC where the return channel is
authenticated.
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8.1 Summary

In this thesis, Quantum Key Distribution and quantum communication methods
based on high-dimensional spatial coding of light are developed. Their security
is based on the fundamental quantum nature of light and profits from the high-
dimensional Hilbert spaces offered intrinsically by imaging optics. An overview
of classical information theory and quantum information is given to introduce
the field of quantum cryptography. The advantages of larger dimensional al-
phabets and the security of the standard two-bases BB84 protocol is shown.
The spatial states used for encoding are introduced. An analytic expression for
the upper bound on the mutual information for these states is derived, includ-
ing multiphoton states, detector noise and beam broadening. High-dimensional
encoding of single photons is experimentally realized, reaching 10.5 bit per re-
ceived photon. The dependence of the mutual information on the number of
detector pixels is discussed and the experimental values are compared with the
theoretical upper bound. It was shown that a standard error-correcting LDPC
code is sufficient to achieve practically error-free communication. By adding a
second mutually unbiased basis, a large-alphabet QKD system is experimentally
realized and characterized. The security of this BB84-like protocol is analyzed
in terms of intercept-resend and collective attacks. The key rate after postprocess-
ing is analyzed under realistic circumstances, including finite key length. Fi-
nally, a new quantum communication method is demonstrated, which is based
on encoding information into wavefronts decomposed over guided modes of a
multimode fiber. At the end a step back is made and the similarities and differ-
ences of several quantum authentication and quantum cryptography schemes as
well as Quantum Data Locking are discussed. This involves comparison of the
characteristics of the classical channel, the quantum channel and the necessary
dimension of the Hilbert space.
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8.2 Outlook

Finally, there are some recommendations and proposals for future experimental
work on the subject of large-alphabet quantum communication. The first rec-
ommendation is on the technological optimizations which can be made. The
bottleneck for the key generation rate in our BB84-based QKD experiment is
the mechanical switching of the half-wave plates in the setup. This is needed
to direct the light by a polarizing beam splitter to one of the two optical paths
of the setup. This switching limits the basis switch rate to 1 Hz and could be
done much faster with Pockels cells. The Pockels cell is an electro-optic device
which allows switching speeds of 5 kHz. Another limiting factor is the speed
of the liquid-crystal spatial light modulator. Its 60 Hz refresh rate can be in-
creased up to 10 kHz with modern Digital Micromirror Devices (DMDs). The
main drawback of DMDs are higher losses of ~ 95%. Also a scanning galvo
mirror can be considered, having a repetition rate of ~ kHz, but no wavefront
shaping capability. Finally, the key generation rate and communication rate for
the Multimode Fiber Communication can be increased by using Superconduct-
ing Nanowire Single-Photon Detectors (SNSPDs). SNSPDs offer count rates of
hundreds of MHz together with a quantum efficiency of ~ 80% [174]. Unfor-
tunately, they have a small active area due to the wiring and offer only around
100 pixels. Alternative detectors are Microwave Kinetic Inductance Detectors
(MKIDs) [175]. This single-photon sensitive detector can be scaled to be used in
large arrays.

A direct next step for the QKD experiment is to check the feasibility for large
distance QKD. For line-of-sight free-space propagation the Spatial Light Modu-
lator (SLM) can be used to investigate the influence of atmospheric turbulence
on the channel capacity by using Kolmogorov turbulence phase screens [176].
The SLM could also be used to correct for turbulence and investigate the influ-
ence of this correction on the security of the QKD protocol. Another possibility
is to use the SLM to encode information and change of basis by also considering
a partially mutually unbiased basis.

For a practical realization of Multimode Fiber Communication (MMEFC) the
stability of the MMF over a few kilometer distance needs to be studied. That
includes wavefront shaping and measuring the decorrelation time of the speckle
pattern. Another step would be to add secure and multi-user authentication to
MMEFC by combining the MMF with a Physical Unclonable Function (PUF).
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Samenvatting

In dit proefschrift worden methoden voor kwantumsleuteldistributie (Engelse
afkorting: QKD) en kwantumcommunicatie ontwikkeld, die gebaseerd zijn op
het hoog-dimensionaal, ruimtelijk coderen van licht. Deze methoden danken
hun veiligheid aan de fundamentele kwantumeigenschappen van licht. De vei-
ligheid wordt versterkt door de hoog-dimensionale Hilbertruimtes die verbon-
den zijn aan afbeeldingsoptiek. Het proefschrift begint met een overzicht van
klassieke informatietheorie en kwantuminformatie. Dit overzicht dient als inlei-
ding tot de kwantumcryptografie. Vervolgens worden de voordelen van hoger-
dimensionale alfabetten, en de veiligheid van het standaard BB84 protocol met
twee bases, aangetoond. De ruimtelijke toestanden die gebruikt worden voor
codering worden geintroduceerd. Er wordt een analytische uitdrukking afge-
leid voor de bovengrens voor de wederzijdse informatie (mutual information).
Hierbij wordt rekening gehouden met multi-foton toestanden, detectorruis en
bundelverbreding. Het hoog-dimensionaal coderen van enkele fotonen wordt
experimenteel aangetoond. Hierbij is 10.5 bit per ontvangen foton behaald. Er
wordt besproken hoe de wederzijdse informatie athangt van het aantal pixels
van de detector. Daarnaast worden de experimenteel behaalde waardes vergele-
ken met de verwachte bovengrens op basis van theorie. Er is aangetoond dat een
standaard LDPC code voor foutcorrectie volstaat om vrijwel foutloze communi-
catie te behalen. Er is, door een tweede basis toe te voegen, een groot-alfabet
QKD systeem gerealiseerd en gekarakteriseerd. Er wordt geanalyseerd hoe vei-
lig dit BB84-achtige protocol is tegen intercept-resend- en globale aanvallen.
De sleutelgeneratie-frequentie na nabewerking wordt ook geanalyseerd. Hier-
bij wordt uitgegaan van een realistische situatie, met sleutels van eindige lengte.
Ten slotte wordt er een nieuwe methode voor kwantumcommunicatie gedemon-
streerd, waarbij informatie gecodeerd wordt in golffronten die verdeeld zijn over
de modes van een multimode glasvezel. Aan het einde van het proefschrift wor-
den verschillende methoden voor kwantumversleuteling, kwantumcryptografie
en Quantum Data Locking met elkaar vergeleken. Hierbij wordt gekeken naar
de karakteristieken van het klassieke kanaal, het kwantumkanaal en de dimensie
van de Hilbertruimte.
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